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IPv6 Transition & Integration

 The IPv6-only users communicate with the
IPv4 Internet In a stateless fashion
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Real IPv4 host mirrored IPv6 host

mirrored IPv4 host

A subset of IPv6

El addresses

Real IPv6 host

A subset of IPv6 addresses
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xlate

xlate The IPv6

Internet

The IPv4
Internet

DNS

DNS

|V| { Scenario 1 “an IPv6 network to the IPv4 Internet” < NAT64 Scenario 3" the IPv6 Internet to an IPv4 network < NAT64
Scenario 2 “the IPv4 Internet to an IPv6 network” Scenario 4 “an IPv4 network to the IPv6 Internet”

xlate
An IPv4 An IPv6 The IPv4 xlate The IPV6
Network Internet Internet
DNS DNS
|V| { Scenario 5 “an IPv6 network to an IPv4network” < NAT64 Scenario 7 “the IPv6 Internet to the IPv4 Internet”
Scenario 6 “an IPv4 network to an IPv6 network” Scenario 8 “the IPv4 Internet to the IPv6Internet”
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RFC6052

APRICOT-IVI 220.247.152.0/24 2001:df9:da00::/40

+— t t } } } } } t } } } } } t t }
|FL| © 32——40-—48--56——H4—-T2——B0-—-88——96——1 04 ————————— |
+——t——— : : : : : : : : : : : : : : :
|32 prefix |wd (32 | u | suffix |
_I___l_ 1 1 1 1 1 1 1 1 1 1 1 1 1 1
[EXeR prefix | (24} o suffix |
+__1_ i i i i i i i i i i 1 i
laz | prefix w416y | u | (163 | suffix |
+——+ : : : : : : : : : : : : : : : :
|56 | prefix [f23] u | wdiza) | suffix |
+——+ : : : : : : : : : : : : : : : :
|54 | prefix | u | wd (32) | suffix |
+——+ : : : : : : : : : : : : : : : :
|96 | prefix | wd (32 |
e . : : : ' ' ' ' ' ' : : : : : :
- IPv4-translatable
more specific | 2001:df9:daee: : dc:£798 : xx00 0
P < XX address
less specific | 2001:df9:daee: : X.X.X.X 0 IPva-converted
address
0 40 72
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Total Length

Payload Length = Total Length -IHL * 4

IPv4 Field Translated to IPv6 IPv6 Field Translated to IPv4 Header
Version (0x4) Version (0x6) Version (6) Version (4)

IHL (discarded) Traffic Class Type of Service

Type of Service Traffic Class Flow Label (discarded)

Identification

(discarded, cf. Subsection V-C)

Payload Length

Total Length = Payload Length + 20

Next Header

Protocol

Header Checksum

(discarded)

Flags (same as above)

Offset (same as above) Hop Limit TTL

Time fo Live Hop Limit Source Address Apply IVl inverse address mapping
Protocol Next Header Destination Addr. (same as above)

Source Address

Apply VI stateless address mapping

IHL=5

Header Checksum recalculated

Destination Addr. (same as above)
Options (discarded)
IPv4 Header IPv6 Header IPv6 Header IPv4 Header
Wersion IHL " Type of Service Total Length Wersion IHL " Type of Service Total Length
Version Traffic Class Flow Label Version Traffic Class Flow Label
ldentification Flags Frggfr;‘n;nt ldentification Flags Frggfr;‘n;nt
[ — (P — (P — [ —

Timeto Live  Protocol Header Checksum Payload Length Hop Limit Payload Length Hop Limit Timeto Live  Protocol Header Checksum

Header Header

Source Address Source Address

Destination Address Destination Address

Options Padding

—>

Options

>

Padding

Source Address Source Address

Destination Address Destination Address
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APRICOT-IVI 220.247.152.0/24 2001:df9:da00::/40

IPv4 Domain IPv6 Domain

—

A/MY Request DNS64 AAAA Request
www.drexel.edu www.drexel.edu

e ——

A/MY Response

' Y

AAAA Response
A= 144.118.31.11 AAAA= 2001:df9:da90:761f:0b00: :

8
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APRICOT-IVI 220.247.152.0/24 2001:df9:da00::/40

Ip route 220.247.152.0/24 220.247.159.202

Ipv6 route 2001:df9:dadc:1798::/64 2001:df9:e::1

/

) 220.247.159.193 ’ 2001:df9:e::1
R 1 | — R2
220.247.159.202 2001:df9:e::2 v/

Ipv6 route 2001:df9:da00::/40 2001:df9:e::2

iIp route 0.0.0.0/0 220.247.159.193
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APRICOT-IVI 220.247.152.0/24 2001:df9:da00::/40

2001:df9:dadc:f798:0100::/64

@)

|

IPv4 IPv6 t
N 2001:df9:dadc:f798:fe00::/64 m\\\
Windows 7
IO S SSID: APRICOT-IVI}
<A @
dhcpv6 ‘
stateful
VI Windows 7
DNS64

2001:df9:dadc:1798:0200::/64

10
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ip addr add 220.247.159.202/26 dev etho
ip -6 addr add 2001:df9:e::2/64 dev ethl

ip route add 220.247.152.0/24 via 10.0.0.2 dev ivi@
ivimap -4 -p 2001:df9:da@@:: -1 40 -P 2001:df9:davo:: -L 40 -c 10.0.0.2
ip -6 route add 2001:df9:dadc:f798::/64 via 2001:df9:e::1 dev ethl

ip -6 route add 2001:df9:da@@::/40 via fec@::2 dev ivil

ivimap -6 -1 40 -L 40 fecO::2
ip route add default via 220.247.159.193 dev etho

ividns -p 2001:df9:da0@::/40 220.247.159.194 &

11
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OS related 1ISSUES ™ et s meamtion

e Windows 7
— Plug and play

— IPv4-translatable address is obtained via DHCPv6
stateful, as well as the address of DNS resolver

— The default gateway Is obtained via RA

« Windows XP

— No build in DHCPV6 client (install dibbler DHCPv6
client)

— Cannot resolve DNS via IPv6 (use DHCP to assign a
RFC1918 for DNS resolving only)

12
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Host configuration

e Don’t use Auto-configuration
— MUST avoid SLAAC
— Cannot use DHCPVG6 stateless

e MUST use DHCPvVG stateful
— |IVI6 address/prefix length: DHCPVv6
— default gateway: RA
— nameserver: DHCPvV6

13
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RA configuration  Setaes e

. Cisco 7304 example
e interface V1an30

no ip address

ipv6e address 2001:df9:dadc:f798:100::/64

ipv6 enable

ipve nd prefix default 2592000 604800 no-autoconfig
ipv6 nd managed-config-flag

ipv6é nd other-config-flag

ipv6 nd ra suppress

ipv6e dhcp relay destination 2402:1f000:x:x:x:x:x:X

no-autoconfig
managed-config-flag
other-config-flag

O%D
R

14



. APRICOT 2012 3=

NEwW DELHI, INDIA

D H C PV6 CO nfi g |v6r:ra’nsition & InteQratién

e ISC DHCP4.1.1-P1 example:

subnet6 2001:df9:dadc:1798::/64 {

range6 2001:df9:dadc:1798:0200:: 2001:df9:dadc:1798:0200: :;
range6 2001:df9:dadc:1798:0300:: 2001:df9:dadc:1798:0300: :;
range6 2001:df9:dadc:f798:0400:: 2001:df9:dadc:1798:0400: :;
range6 2001:df9:dadc:f798:0500:: 2001:df9:dadc:1798:0500: :;
range6 2001:df9:dadc:1798:0600:: 2001:df9:dadc:f798:0600: :;
range6 2001:df9:dadc:1798:0700:: 2001:df9:dadc:1798:0700: :;

range6 2001:df9:dadc:f798:fa00:: 2001:df9:dadc:f798:favo0: :;
range6 2001:df9:dadc:f798:fbo0:: 2001:df9:dadc:f798:fboo: :;
range6 2001:df9:dadc:f798:fc00:: 2001:df9:dadc:f798:fco0: :;
range6 2001:df9:dadc:f798:fd00:: 2001:df9:dadc:f798:1doo: :;
option dhcp6.name-servers 2001:df9:e::2;

option dhcp6.domain-search "ivi.net";

}

15
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Exam p | eS IPv6 Trparnsition & Inteératic;n

@ B2 (=5 |

) L. zaa1 &F5 i dadc 7981 1700: ;
ﬁ IPve HOAE. . . . . . . . : T acda: EERLE

E Irva Hhif : 169 254 18. 217
: 255,255 8.8
: feB@::21b:edff:feeb:chBBxl2

Cislsersslenovol

SLAAC addresses cause trouble!!!

16



IPv6 Transition & Integration

C:sllzers s congx

2001 : 200:

H 2001:200:
SEE 2001 :200:
FH 2001:200:

2001 2@ df f =
E%F

LELI T
sdfe:
sdfe:
sdfe:
sdfe:

tdf?-da?8:

B CA\Windows\system32\cmd.exe

iao>ping wuww.kame.net

\F7f Ping orange.kame.net [2001:20@:dff:fff1:216:3eff:febl:44d?]1 BF 32 F

Aff:F£F1:216:3eff:febl:44d? FI[0E: Af[d]-430ms
AFF:FFF1:216:3eff:Febl:z44d? [1)[0] A+ |8]=451ms
AFF:FFF1:216:3eff:Febl:z44d? [1)[0] A+ |8)=46Bms
Aff:FFF1:216:3eff:-Febl:44d? R[0S : B7[8]-472ms

FF1:216:3eff:febl:44d? [ Ping #iHZE:
] 4, E4 =@ Bz

. 5Fiﬂ = 453ms

C:sllzersscongxiao>
C:sllzersscongxiaorping wuw.drexel.edo

drexel.edu [2001:df9:da%0:761f:h0B::1 B 32
da?@:761f:h@0:: [0 5 : Af(6]-344ns
B EﬂTﬂ=255ms
EﬂTﬂ=281ms
B |8]=293ms

Gl:

ESEEX=)

144.118.31.11
2001 :df9:da9%0:761f:0b00: :

—
8- 1

7
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Access |PV6E/IPy4 SIr T

ﬁ. fi: http:/fwww.apnic.net/

Your IP address:
‘)APNIC 2001:df9:dadc:f798: 200:: $
- wr
™

CONFERENCE

Februrary - 2 March 2012

Ei Meozilla Firefox
MR REE BEN BFEE =@ IEOD EEH

@ - C 7 I_,||'1l't|:l:,.n",|"'l.ﬂ.n'l.rl.n'l.ﬂ.r.i1.l'i2.u::rrg,n"u::gi-|:lir1,.n"r'||:lP'|-as.r'l

£ pEEE P FELE o BFAE
server= 202.11%Z. 35, 201

220,247,152, 2 7473 9bs3 24505

< H

18
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VI Traffics - —

GigabitEthernetl/12 IVI-v6 — gw-conference.apricot20]12.net

44,0k

330.0 k 15
2200 k Ti-

110.0 k i

Bits per Zecond

0.0k

£ 14

GigabitEthernetl/16 IVI-gw - gw-conference.apricot2012.net

520.0 K
300.0 k 1+

ZEO0 K Tie

130.0 k i

Bits per Second

8 10 12 14 16 18 20 22 o 2 4 6 & 10 12 1d

0.0k

19
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Trouble shooting  rertons nerator

IPv6 address

IPv4 address

E v

IPv4 Non-IVI

I PREFIX=2001:da8:ff00::/40 I

20



F e at u re S IPv6 Tran#ition & InteQratién

o Stateless translation supports bi-
directional initiated communications

—IPv6 < IPv4

* |Pv6 version of the application is required
— Not work for skype, etc

e IPv4/IPv6 ALG is required
— Not work for ftp, etc

21
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NAT64

IPv4/IPv6
translation

4

1:N dIVI

Stateless

IPv4 over IPv6 behavior
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1 - N IVI IPv6 Transition & Integration

IPv6 address port
poy 2001:db8:a4ab:ca26:6c05:2000:: 84
IPv4 address 84 =1 T o )
N g5 | ——~| 2001:db8:a4a6:ca26:6c05:2001: 85
202.38.1085 | <
:\ 86 |:2
) g7 | 2001:db8:a4ab6:ca26:6c05:2002:: 86
=3
2001:db8:a4a6:ca26:6c05:2003:: 87

23
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Port-set algorithm = s meaen

The algorithm used to derive available port-set for a specific CPE,
or by XLAT1 to construct, per domain, the CPE index based on an IPv4d
address and TCP/UDP port.

For a domain's multiplexing ratio N, the port-set numbers of a CPE
with port-set-id K is composed of P=3*N + K + 1824, for all the
values of j=0, 1, ..., (65536-N)/N.

For a destination port number (P), the port-set-id of a given CPE
with port-set-id K is determined by the modulo operation: K=((P-
1824)%N) (% is the Modulus Operator).

24
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The IPv4
Internet

The IPv6
Internet

i s
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IPv6 Transition & Integration

HO
DS

An IPv6
network

Hgwl

)\

|m

H1

Hgw?2

DS

H2

HgwK

]

DS

Iﬂu

HK

DS

Im

25
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d IVI - P D IPv6 Transition & Integration

: IPv4: DHCP
Radius
. IPV6: SLAAC
i hvech —>
(DHCPV6-PD)
IPv4/
BRAS L3 CPE IPV6
Single PD /64
y———N
D [ |
S
1:N stateless L
Xlate A
M
ISP prefix
- Domain-prefix
CPE prefix

IPv4 sharing-ratio
Domain subscriber

26
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IPv6 Transition & Integration

e Softwire

RFC4925: Softwire Problem Statement

Draft: Mapping of Address and Port (MAP)

Draft: MAP Translation (MAP-T) - specification

Draft: DHCPv6 Options for Mapping of Address and Port

e Behave

RFC6052: IPv6 Addressing of IPv4/IPv6 Translators
RFC6144: Framework for IPv4/IPv6 Translation
RFC6145: IP/ICMP Translation Algorithm

RFC6146: Stateful NAT64: Network Address and Protocol Translation
from IPv6 Clients to IPv4 Servers
RFC6147: DNS64: DNS extensions for Network Address Translation
from IPv6 Clients to IPv4 Servers

RFC6219: The China Education and Research Network (CERNET) IVI
Translation Design and Deployment for the IPv4/IPv6 Coexistence and

Transition
Draft: dIVI; Dual-Stateless IPv4/IPv6 Translation

* V6OpS
— Draft: Stateless Source Address Mapping for ICMPv6 Packets 27
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[\l Translation

m}i%ﬁﬁgpg} From Wikipedia, the free encyclopedia m
’ (Redirected from Stateless NATB4 (Stateless NAT46, V1))
Main page IVl Translation refers to a stateless IPv4/IPv6 translation technique. It allows hosts in different address
Contents families (IPv4 and IPv6) communicate with each other and keeps the end-to-end address transparency_“] (E =1
Featured content Stateless NAT64 can be used in 4 different scenarios®:
Current events
Random article + AnIPvB network to the IPv4 Internet
Donate to Wikipedia » The IPv4 Internet to an IPvG network — me meuraremars
» AnIPvE network to an IPv4 network I
- i Stateless NATE4 (VI
Interaction « AnIPv4 network to an IPv6 network aleiess (Vi)
Help .
About Wikipedia Stateless NAT64 is a replacement of SIT (RFC 6145 &). IPv6 transition
. mechanisms
e Contents [hide]
Recent changes ) Standards Track
o Wikived 1 How it works AinG
ontact Wikipecia 1.1 Stateless NAT64 building blocks i
b Toolbox 1.2 Stateless NATE4 extensions Goverd
DS-Lite
b Print/export 12 Gasel study &rd
1.4 Relation to Stateful NATG4 6lod
2 Relation to Stateless NAT464 (dIVI, dIiVI-PD) ISATAP
3 References NATE4 / DNSE4 Z
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From Wikipedia, the free encyclopedia

dIVI Translation refers to a dual stateless IPv4/1Pvé translation technique. diVlis an extension of 1:1
stateless IPv4/IPvE translation (IVI Translation) with features of IPv4 address sharing and dual franslation.
diVI-PD is a further extension of dIVl to be well used in DSL, Cable and 3G access environment, where
the prefix delegation (/64 or shorter) is preferred.

diVI Translation is intended to benefit the network operators (ISPs) to effectively share the public IPv4
addresses among a set of customers (since IANA has run out of public IPv4 addresses). In parallel, it
leverages IPvE in the network in a manner that makes IPv4-customer originated fraffic looks like native
IPv6 traffic in the network, resulting in simplified operations. More importantly, (unlike CGN44, DS-Lite,
CGN6B4 etc ) dVIidIVI-PD does not require any Stateful NAT, DNS64 and ALG in the network, thereby
benefiting the network operator to not deal with any NAT logging etc. diVI maintains end-to-end address
transparency and bidirectional-initiated communications.

Contents [hide]
1 How it works
1.1 Stateless NAT464 building blocks
1.2 Case study
13IETF
1.4 Stateless 4viab being advantageous
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