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APRICOT-IVI

• Introduction 
• Documents
• Network topology
• Features
• ExtensionFor Windows 7

(DHCPv6 stateful)

APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 
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Introduction

• The IPv6-only users communicate with the 
IPv4 Internet in a stateless fashion
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IVI

A subset of IPv6 addresses

IPv6
IPv4

Real IPv6 hostReal IPv4 host mirrored IPv6 host mirrored IPv4 host

IVI

A subset of IPv6 
addresses

APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 
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RFC6144

Scenario 1  “an IPv6 network to the IPv4 Internet”
Scenario 2  “the IPv4 Internet to an IPv6 network”
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Scenario 3” the IPv6 Internet to an IPv4 network
Scenario 4 “an IPv4 network to the IPv6 Internet”

Scenario 5  “an IPv6 network to an IPv4network”
Scenario 6  “an IPv4 network to an IPv6 network”

Scenario 7  “the IPv6 Internet to the IPv4 Internet”
Scenario 8  “the IPv4 Internet to the IPv6Internet”

IVI { < NAT64

IVI {

< NAT64

< NAT64
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RFC6052
APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 

40 720

2001:df9:da00:: dc:f798:xx00 0
IPv4-translatable 
address

2001:df9:da00:: x.x.x.x 0
IPv4-converted 
address

more specific

less specific
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RFC6145
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RFC6146
APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 

A= 144.118.31.11  AAAA= 2001:df9:da90:761f:0b00:: 

DNS64
www.drexel.eduwww.drexel.edu
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RFC6219 

ip route 220.247.152.0/24 220.247.159.202

ip route 0.0.0.0/0 220.247.159.193

ipv6 route 2001:df9:da00::/40 2001:df9:e::2

IVIR1 R2
220.247.159.202 2001:df9:e::2

2001:df9:e::1220.247.159.193 
IPv4IPv4 IPv6IPv6

ipv6 route 2001:df9:dadc:f798::/64 2001:df9:e::1

APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 
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Topology
APRICOT‐IVI 220.247.152.0/24 2001:df9:da00::/40 

IPv6IPv4

S

dhcpv6
stateful

Router SSID: APRICOT-IVI
Windows 7

Windows 7IVI
DNS64

2001:df9:dadc:f798:fe00::/64

RA

2001:df9:dadc:f798:0100::/64

2001:df9:dadc:f798:0200::/64
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XLAT conf

ip addr add 220.247.159.202/26 dev eth0
ip ‐6 addr add 2001:df9:e::2/64 dev eth1

ip route add  220.247.152.0/24 via 10.0.0.2 dev ivi0
ivimap ‐4 ‐p 2001:df9:da00:: ‐l 40 ‐P 2001:df9:da00:: ‐L 40 ‐c 10.0.0.2
ip ‐6 route add 2001:df9:dadc:f798::/64 via 2001:df9:e::1 dev eth1

ip ‐6 route add 2001:df9:da00::/40 via fec0::2 dev ivi1
ivimap ‐6 ‐l 40 ‐L 40 fec0::2
ip route add default via 220.247.159.193 dev eth0

ividns ‐p 2001:df9:da00::/40 220.247.159.194 &
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OS related issues

• Windows 7
– Plug and play
– IPv4-translatable address is obtained via DHCPv6 

stateful, as well as the address of DNS resolver
– The default gateway is obtained via RA

• Windows XP
– No build in DHCPv6 client (install dibbler DHCPv6 

client)
– Cannot resolve DNS via IPv6 (use DHCP to assign a 

RFC1918 for DNS resolving only)
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Host configuration

• Don’t use Auto-configuration
– MUST avoid SLAAC 
– Cannot use DHCPv6 stateless 

• MUST use DHCPv6 stateful
– IVI6 address/prefix length: DHCPv6
– default gateway: RA
– nameserver: DHCPv6
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RA configuration

• interface Vlan30
no ip address
ipv6 address 2001:df9:dadc:f798:100::/64 
ipv6 enable
ipv6 nd prefix default 2592000 604800 no‐autoconfig
ipv6 nd managed‐config‐flag
ipv6 nd other‐config‐flag
ipv6 nd ra suppress
ipv6 dhcp relay destination 2402:f000:x:x:x:x:x:x

no‐autoconfig A=0
managed‐config‐flag M=1
other‐config‐flag O=1

Cisco 7304 example
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DHCPv6 config
• ISC DHCP4.1.1‐P1 example：

subnet6 2001:df9:dadc:f798::/64 {
range6 2001:df9:dadc:f798:0200:: 2001:df9:dadc:f798:0200::;
range6 2001:df9:dadc:f798:0300:: 2001:df9:dadc:f798:0300::;
range6 2001:df9:dadc:f798:0400:: 2001:df9:dadc:f798:0400::;
range6 2001:df9:dadc:f798:0500:: 2001:df9:dadc:f798:0500::;
range6 2001:df9:dadc:f798:0600:: 2001:df9:dadc:f798:0600::;
range6 2001:df9:dadc:f798:0700:: 2001:df9:dadc:f798:0700::;

... ...
range6 2001:df9:dadc:f798:fa00:: 2001:df9:dadc:f798:fa00::;
range6 2001:df9:dadc:f798:fb00:: 2001:df9:dadc:f798:fb00::;
range6 2001:df9:dadc:f798:fc00:: 2001:df9:dadc:f798:fc00::;
range6 2001:df9:dadc:f798:fd00:: 2001:df9:dadc:f798:fd00::;
option dhcp6.name‐servers 2001:df9:e::2;
option dhcp6.domain‐search "ivi.net";
}
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Examples

SLAAC addresses cause trouble!!!
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ping

144.118.31.11
2001:df9:da90:761f:0b00::
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Access IPv6/IPv4
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IVI Traffics
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Trouble shooting

IPv4 IVI IPv6

b

a

1

IVI

Non-IVIIPv4

IPv4 address

IPv6 address 

PREFIX=2001:da8:ff00::/403 2
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Features

• Stateless translation supports bi-
directional initiated communications
– IPv6 IPv4

• IPv6 version of the application is required
– Not work for skype, etc

• IPv4/IPv6 ALG is required
– Not work for ftp, etc
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Extensions

IPv4 over IPv6  behavior

IPv4/IPv6 
translation

Stateful

Stateless

1:1 IVI

NAT64

1:N IVI

1:N dIVI‐PD

1:N dIVI
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1:N IVI

i=2

i=1

2001:db8:a4a6:ca26:6c05:2000::

2001:db8:a4a6:ca26:6c05:2001::

2001:db8:a4a6:ca26:6c05:2002::

2001:db8:a4a6:ca26:6c05:2003::

202.38.108.5

84

85

86

87

87
86

85
84

i=0

i=3

IPv4 address

IPv6 address

port

port
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Port-set algorithm
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1:N dIVI

The IPv4
Internet

1:N
IVI Hgw1

An IPv6
network

Hgw2

HgwK

Hgw0
H0
DS

H1
DS

H2
DS

HK
DS

The IPv6
Internet
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dIVI-PD

L3 CPE IPv4/
IPv6BRAS

1:N stateless
Xlate

D
S
L
A
M

IPv6

IPv4

.

.

.

.

Radius

IPv6CP
(DHCPv6‐PD)

IPv4: DHCP
IPv6: SLAAC

Single PD /64

ISP prefix
Domain‐prefix 
CPE prefix
IPv4 sharing‐ratio
Domain subscriber
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RFCs and drafts
• Softwire

– RFC4925: Softwire Problem Statement 
– Draft: Mapping of Address and Port (MAP)
– Draft:  MAP Translation (MAP-T) - specification
– Draft: DHCPv6 Options for Mapping of Address and Port

• Behave
– RFC6052: IPv6 Addressing of IPv4/IPv6 Translators
– RFC6144: Framework for IPv4/IPv6 Translation
– RFC6145: IP/ICMP Translation Algorithm
– RFC6146: Stateful NAT64: Network Address and Protocol Translation 

from IPv6 Clients to IPv4 Servers
– RFC6147:  DNS64: DNS extensions for Network Address Translation 

from IPv6 Clients to IPv4 Servers
– RFC6219: The China Education and Research Network (CERNET) IVI 

Translation Design and Deployment for the IPv4/IPv6 Coexistence and 
Transition

– Draft: dIVI: Dual-Stateless IPv4/IPv6 Translation
• v6ops

– Draft: Stateless Source Address Mapping for ICMPv6 Packets
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IVI equipment

Core translator

Home gateway
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