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Agenda

• Data Centers Components
• S erv er L oad  B al anc i ng  ( Content S w i tc h i ng )
• S S L  O f f l oad
• S ec u ri ty  ( F i rew al l ,  I ntru si on Detec ti on,  V P N )
• I nteg rated  Data Center S erv i c es Desi g n O pti ons
• R eal  W orl d  Depl oy ments
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Acr ony m s

BGP Bo r d e r  Ga t e w a y  Pr o t o c o l
C a t 4 0 0 0 C i s c o  C a t a l y s t ® C a t 4 0 0 0
C a t 6 5 0 0 C i s c o  C a t a l y s t  6 5 0 0
C E C i s c o  C o n t e n t  E n g i n e
C S A C i s c o  S e c u r i t y  A g e n t  ( H o s t -b a s e d  I n t r u s i o n  Pr e v e n t i o n )
C S M C i s c o  C o n t e n t  S w i t c h i n g  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0
C S S C i s c o  C o n t e n t  S e r v i c e s  S w i t c h  ( C S S 1 1 0 0 0  a n d  C S S 1 1 5 0 0  f a m i l y )
F W S M C i s c o  F i r e w a l l  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0
H S R P H o t  S t a n d b y  R o u t i n g  Pr o t o c o l  
GS S Gl o b a l  S i t e  S e l e c t o r
I D S M C i s c o  I n t r u s i o n  D e t e c t i o n  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0
L M S C i s c o  W o r k s  L A N  M a n a g e m e n t  S o l u t i o n
M A C M e d i a  A c c e s s  C o n t r o l
M S F C M u l t i l a y e r  S w i t c h i n g  F e a t u r e  C a r d
N A M C i s c o  N e t w o r k  A n a l y s i s  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0
O S PF O p e n  S h o r t e s t  Pa t h  F i r s t
PBR Po l i c y  Ba s e d  R o u t i n g
S L B S e r v e r  L o a d  Ba l a n c i n g
S S L S e c u r e  S o c k e t  L a y e r
S S L M C i s c o  S S L  O f f l o a d  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0
V M S C i s c o  W o r k s  V PN / S e c u r i t y  M a n a g e m e n t  S o l u t i o n
V PN S M C i s c o  V i r t u a l  Pr i v a t e  N e t w o r k  S e r v i c e  M o d u l e  o n  C a t 6 5 0 0



555© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
A P R I C O T  20 0 6 
( N a s e h )

Pr e s e n t a t i o n  s e r v e r s
Web front end servers that provides the interface to the clients
e. g . ,  A pache,  I I S  etc.

B u s i n e s s  l o g i c  s e r v e r s
A lso k now n as m iddle w are cu stom  applications

D ata Center  R es idents

D B  s e r v e r s                 
O racle,  S y base,  etc.

D a t a             



666© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
A P R I C O T  20 0 6 
( N a s e h )

D ata Center  E lem ents

Storage solu tion

A p p lication solu tion

Datab ase solu tion

L i n u x / H P, 
S o l a r i s / S u n F i r e , 
W e b L o g i c , J 2 E E  
c u s t o m  a p p , e t c .

L i n u x / H P, S o l a r i s /
S u n F i r e , O r a c l e  
1 0 G R A C , e t c .

M D S 9 0 0 0
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D ata Center  E lem ents

Network inf rastru ctu re solu tion

Layer 4 –7  serv ices solu tion

Network secu rity solu tion

M anagement and instru mentation solu tion

C i s c o  GS R s , 
C I S C O  C A T A L Y S T  
6 5 0 0 , C i s c o  
C a t a l y s t  C a t 4 0 0 0

C S M , 
S S L M , 
C S S , 
C E , GS S

PI X ®, 
F W S M , 
I D S M , 
V PN S M ,
C S A

T e r m i n a l  
s e r v e r s , N A M ,
C i s c o  W o r k s  
L M S / V M S , 
H S E

Storage solu tion

A p p lication solu tion

Datab ase solu tion

L i n u x / H P, 
S o l a r i s / S u n F i r e , 
W e b L o g i c , J 2 E E  
c u s t o m  a p p , e t c .

L i n u x / H P, S o l a r i s /
S u n F i r e , O r a c l e  
1 0 G R A C , e t c .

M D S 9 0 0 0

� Re d u n d a n c y
� S c a l a b i l i t y
� S e c u r i t y
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I nternetServ ice
Prov ider A

I nternal
Network Serv ice

Prov ider B

T y pical D ata Center  T opology

E dge R ou ters
Core Switches

A ggregation Switches
A ccess Switches

W E B  Tier

A p p lication Tier

Datab ase Tier
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D is tr ib u ted D ata Center s

D a t a  Ce n t e r  S e r v i c e s
S erv er L oad  B al anci ng  
and  H eal th  M oni tori ng ,
Cach es ,  S S L  O f f l oad ,  

F i rew al l ,  and  
I ntru s i on D etecti on
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S E R V E R  L O A D B A L A N CI N G

101010© 2 0 0 5 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Ser v er  L oad B alancing

• a . k . a .  c o n t e n t  s w i t c h i n g ;  o n e  o f  t h e  s i n g l e  m o s t  i m p o r t a n t  
i n f r a s t r u c t u r e  s e r v i c e  i n  t h e  d a t a  c e n t e r

• K e y  p u r p o s e  b e i n g  r e q u e s t  l o a d  d i s t r i b u t i o n ;  m a y  t h a t  b e  
c l i e n t s  c o m i n g  f r o m  In t e r n e t ,  i n t r a n e t ,  o r  e x t r a n e t

• L a y e r 3  t o  l a y e r 7  c o n t e n t  s w i t c h i n g  c a p a b i l i t i e s  a r e  a v a i l a b l e  
w i t h  e x t e n s i v e  k e e p a l i v e s  ( s e r v e r  h e a l t h  c h e c k s )  f u n c t i o n a l i t y

• L a y e r 4  o r  l a y e r 7  p r o x y  c a n  b e  u s e d  a s  a  s e c u r i t y  p e r i m e t e r

Load Distrib u tion

A p p lication H ealth Checks

Commu nication of  
Load to G SLB  Dev ice

A p p lication R edu ndancy Content S w i tch i ng  D es i g n D eci s i ons
• A p p lication p rotocol and p orts 

( listener p orts)
• E nd-to-end ap p lication f lows
• Direct serv er access
• Serv er mgmt
• Serv er initiated sessions
• I nf rastru ctu re design
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SL B  O v er v iew

Virtual Server
1 0 . 1 . 1 . 1 0  T C P : 8 0

C l i e n t s
Serv er Load B alancing
Dev ice

W eb  Serv er F arm
10.1.1.1310.1.1.1210.1.1.11

I n t e r n e t
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Content U nawar e SL B

• Allows the balancing of traffic destined to a virtual server across 
m ultip le real servers

• V irtual S erver /  C ontent R ule =  I P  address ( V I P )  &  L 4  p rotocol &
p ort

• V irtual server m ay  have 1  to N  real servers
• All real servers within a content rule m ust have the sam e content
• I n the S im p lest case,  L oad balancing decision is m ade on:

– initial SYN for TCP (SYN and flow table miss)
– initial p ac k et for U D P (flow table miss)

• T C P  connection state discarded by  conn teardown ( F I N s/ R S T s)  
or idle tim er ( garbage collection)

• U D P  connection state discarded by  idle tim er ( garbage 
collection)
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Content Awar e L oadb alancing

• Loadbalancing on anything L5 and above (HTTP 
cook ies ,  HE A D E R  F ields ,  HTTP M ethods ,  U R Ls  etc)

• HTTP U R L loadbalancing m os t p op u lar
• V ir tu al s er ver  =  I P addr es s  &  L4  p r otocol &  L4  p or t &  L5-
7  inf o (U R L)

• V ir tu al s er ver  is  chos en by the longes t U R L m atch
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W hy  b alance on U R L s  ?

• D is tr ibu ted content

Real
Server

Real
Server

Clients

Server Load Balancing
Switch

Virtual server
http://www.example.com/news

Real
Server

Real
Server

Virtual server
http://www.example.com/sports
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U R L  L oad b alancing P ack et F low ( H T T P  
1 . 0 )

Client SLB Real Server
SYN

SYN/ACK

ACK

GET /HR/index.html

SLB makes decision

SYN

SYN/ACK

ACK + GET /HR/index.html

Proxyed

UnProxyed
HTTP ResponseHTTP Response 

(w/ seq num adjust)

Client requests http://www.example.com/HR/index.html
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SL B  M odes  (Packets from SLB Device to Server)

• 2 basic Content Unaware SLB modes
Dispatch (VIP not N a t’d)

- r e w r i t e s  t h e  M A C  a d d r e s s  o f  t r a f f i c  d e s t i n e d  f o r  t h e  v i r t u a l  
s e r v e r  t o  b e  t h e  r e a l  s e r v e r  M A C  a d d r e s s

Dir e cte d  (VIP N a t’d to r e a l  s e r v e r  IP)
- r e w r i t e s  t h e  I P  a d d r e s s  o f  t r a f f i c  d e s t i n e d  f o r  t h e  v i r t u a l  

s e r v e r  t o  b e  t h e  r e a l  s e r v e r  I P  a d d r e s s
- W e b  s e r v e r s ,  A P P  s e r v e r s
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Sou r ce ( client)   N AT

• R em ap s the client’s I P  address and L 4  p ort to one from  the 
loadbalancer’s  N AT  p ool

• Ensures the response packets from the real server 
traverse the same load b alancer that hand led  the req uest

• L oadbalancer m ust resp ond to p ings,  arp s,  etc.  for addresses 
within the N AT  p ool
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T y pical L oad B alanced Ses s ion

Virtual Server
1 0 . 1 . 1 . 1 0  T C P : 8 0
0002.fce1.9164

Clients

SLB Device

W eb  Ser ver  F a r m

10.1.1.13
0003 .47 D 6.922B

10.1.1.1210.1.1.11

I nter net

1

2 3

4

Src I P :  3 1 . 1 2 . 1 1 . 1 7
D e s t I P :  1 0 . 1 . 1 . 1 3
Src M A C  :  0 0 0 2 . f ce 1 . 9 1 6 4
D e s t M a c:  0 0 0 3 . 4 7 D 6 . 9 2 2 B

Src I P :  1 0 . 1 . 1 . 1 3
D e s t I P :  3 1 . 1 2 . 1 1 . 1 7
Src M A C  :  0 0 0 3 . 4 7 D 6 . 9 2 2 B
D e s t M a c:  0 0 0 2 . f ce 1 . 9 1 6 4

Src I P :  1 0 . 1 . 1 . 1 0
D e s t I P :  3 1 . 1 2 . 1 1 . 1 7

Src I P :  3 1 . 1 2 . 1 1 . 1 7
D e s t I P :  1 0 . 1 . 1 . 1 0
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L oad B alancing Algor ithm s

• u r l h a s h
• d o m a i n h a s h
• w e i g h t e d r r
• l e a s t c o n n
• u r l • d o m a i n

• s r c i p
• d e s t i p
• a c a
• r o u n d r o b i n
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W eighted R ou nd R ob in

Real
S er v er
W ei g h t  =  3

Vi r tu a l  S e r v e r

Real
S er v er
W ei g h t  =  1

Real
S er v er
W ei g h t  =  2

Server Load Balancing
Sw it ch

C l i e nt N e tw or k
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L eas t Connections

Real
S er v er
N u m b er  o f  C o n n ec t i o n s  =  3 0
W ei g h t  =  5

Vi r tu a l  S e r v e r

Real
S er v er
N u m b er  o f  C o n n ec t i o n s  =  5
W ei g h t  =  5

Real
S er v er
N u m b er  o f  C o n n ec t i o n s  =  2 0
W ei g h t  =  5

Server Load Balancing
Sw it ch

C l i e nt N e tw or k

C h oos e s  r e a l  s e r v e r  w i th  
l e a s t c onne c ti ons
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“Stick y ” Connections

• Allows new connections from  a client to be sent to the sam e 
real server as p revious connections from  that client

• T his binding is aged through the use of a stick y  tim er
• C onfigured on a virtual server basis
• C ould be 

– Source IP based
– H T T P C ook i e based

• p assi v e ( serv er i n sert ed cook i es)
• act i v e ( SL B  dev i ce i n sert ed cook i es)

– SSL  Sessi on  ID  based
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Content Switching D es ign Appr oaches

( 1 )  BR I D G E D  M O D E  D E SI G N  
C O N SI D E R A T I O N S

• Servers default gateway is the HSRP 
gro up  I P address o n  the M SF C

• B ro adc ast/ m ultic ast/ ro ute up date 
traffic  b ridges thro ugh

• N o  ex tra c o n figuratio n s fo r:
D ir ec t a c c ess to  ser v er s
S er v er  initia ted  sessio ns

• RHI  p o ssib le
• C SM  in lin e o f all traffic

K ey  C ont ent  Sw it ch ing D es ign O p t ions
• B r id g ed  M o d e D esig n
• R o u ted  M o d e D esig n w ith  M S F C 

o n c lient sid e
• R o u ted  M o d e D esig n w ith  M S F C 

o n ser v er  sid e
• O ne-A r m ed  D esig n
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Content Switching D es ign Appr oaches

( 2 A )  R O U T E D  M O D E  D E SI G N  W I T H  
M SF C  O N  C LI E N T  SI D E

• Servers default gateway is the alias I P
o n  the C SM

• E x tra c o n figuratio n s n eeded fo r:
D ir ec t a c c ess to  ser v er s
N o n-lo a d  b a la nc ed  ser v er  initia ted  sessio ns

• C SM ’s default gateway is the HSRP 
gro up  I P address o n  the M SF C

• RHI  p o ssib le
• C SM  in lin e o f all traffic

( 2 B)  R O U T E D  M O D E  D E SI G N  W I T H
M SF C  O N  SE R V E R  SI D E

• S er v er s d ef a u lt g a tew a y  is th e H S R P  g r o u p
I P  a d d r ess o n th e M S F C

• E x tr a  c o nf ig u r a tio ns need ed  f o r  
( sim p ler  th e o p tio n 2a ) :

D ir ec t a c c ess to  ser v er s
N o n-lo a d  b a la nc ed  ser v er  initia ted  sessio ns

• S M ’s d ef a u lt g a tew a y  is th e c o r e r o u ter
• R H I  no t p o ssib le
• S er v er  to  ser v er  c o m m u nic a tio n b y p a sses th e CS M
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Content Switching D es ign Appr oaches

( 3 )  O N E -A R M E D  D E SI G N
C O N SI D E R A T I O N S
• Servers default gateway is the HSRP 

gro up  I P address o n  the M SF C
• N o  ex tra c o n figuratio n s fo r:

D ir ec t a c c ess to  ser v er s
S er v er  initia ted  sessio ns

• RHI  p o ssib le
• C SM  in lin e fo r o n ly server lo ad 

b alan c ed traffic
• Po lic y b ased ro utin g o r so urc e N A T  

c an  b e used fo r server return  traffic  
redirec tio n  to  C SM
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( 1)  B r id g e M o d e ( 2a )  R o u ted  M o d e 
M S F C o n Client S id e

( 2b )  R o u ted  M o d e 
M S F C o n S er v er  S id e

( 3)  O ne-A r m ed

L ayer 2  L o o p s P o ssib le if   
m isc o nf ig u r ed N o t p o ssib le N o t p o ssib le N o t p o ssib le

M ultic ast Sup p o rt S u p p o r ted ,  
b r id g es th r o u g h N o t su p p o r ted

N o t su p p o r ted ,  
ser v er  to  ser v er  
w o r k s

S u p p o r ted  a s 
CS M  is b y p a ssed

Servers O rigin ated 
C o n n ec tio n s 

N o  ex tr a  
c o nf ig u r a tio n 
need ed

E x tr a  
c o nf ig u r a tio n 
m a y  b e need ed

E x tr a  
c o nf ig u r a tio n 
m a y  b e need ed ,  
m a y  b y p a ss CS M

CS M  is b y p a ssed

D irec t A c c ess
to  Servers

N o  ex tr a  
c o nf ig u r a tio n 
need ed

E x tr a  
c o nf ig u r a tio n 
need ed

E x tr a  
c o nf ig u r a tio n 
need ed ,  m a y  
b y p a ss CS M

CS M  is b y p a ssed

D efault G ateway 
o f Servers H S R P  I P  o n M S F C A lia s I P  o n CS M H S R P  I P  o n M S F C H S R P  I P  o n M S F C

Content Switching D es igns  Su m m ar y
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SSL OFFLOAD
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N etwor k -B as ed SSL  O f f load

SSL O F F LO A D  D E SI G N
• Sim p ly add the SSL M s o n  a V L A N  

c o n n ec ted to  the C SM
• SSL M s default gateway wo uld b e the alias 

I P o n  the C SM
• B ac k  en d SSL  req uires n o  design  c han ge

K ey  m ot ivat ions
• O fflo ad SSL  dec ryp tio n / en c ryp tio n  

fro m  servers
• Redun dan c y
• Sc alab ility
• U n ified m gm t o f SSL  c ertific ates
• L ayer 7  b ased lo ad b alan c in g an d stic k y 

p o ssib le fo r HT T PS
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SSL  Ser v ices  M odu le 
Configuration Tips: Admin VLAN and Data VLAN

O ne V LA N  on t h e SSL m odu le 
h as  t o b e “adm in V LA N ”

T h e “adm in V LA N ” can 
als o carry  dat a t raf f ic

S S L S S L
A dm in

D at a A dm in and dat a

M ak e s u re t h at  t h e adm in V LA N  
h as  a rou t e t o t h e C A ,  T F T P  s erver,  

m anagem ent  s t at ions ,  et c…
T h e def au lt  gat ew ay  of  t h e adm in 

V LA N  is  t h e m odu le def au lt  gat ew ay
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DAT A C E N T E R  SE C U R I T Y
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F ir ewall D es ign Appr oaches :  L ay er 2

( 1 )  LA Y E R 2  ( T R A N SP A R E N T )
F I R E W A LL D E SI G N  
C O N SI D E R A T I O N S

• Servers default gateway is 
the HSRP gro up  I P address o n  
the M SF C

• B ro adc ast/ m ultic ast/ ro ute up date 
traffic  b ridges thro ugh

• B um p  o n  the wire;  easy in tegratio n

K ey  F irew all D es ign O p t ions
• B ridged m o de design ,  a. k . a.  

tran sp aren t o r stealth firewall
• Ro uted m o de design ,  

a. k . a.  layer3 firewall
• V irtual firewall c o n tex ts fo r 

L 2  o r L 3 m o de
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F ir ewall D es ign Appr oaches :  L ay er 3

( 2 )  LA Y E R 3  F I R E W A LL
D E SI G N  C O N SI D E R A T I O N S

• Servers default gateway is the I P 
address o n  the firewall

• D yn am ic  ro utin g is sup p o rted
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F ir ewall D es ign Appr oaches :  
V ir tu al Contex t

• I t’s the ab ility to  segm en t a sin gle 
p hysic al firewall in to  m ultip le 
virtualiz ed in stan c es

• M ultip le in terfac es/ V L A N s within  layer3 
virtual c o n tex ts are sup p o rted

O N  M SF C
f ir ew a ll m u ltip le-v la n-inter f a c es
f ir ew a ll m o d u le 7  v la n-g r o u p  10 0
f ir ew a ll v la n-g r o u p  10 0   21-25 , 5 0 -5 3

O N  F I RE W A L L
CA T 1-F W S M -S Y S #  c o nf  t
CA T 1-F W S M -S Y S ( c o nf ig ) #  f ir ew a ll ?
U s age:  [ no |  clear |  s h ow  ]  f irew all [ t rans p arent ]
F W S M ( c o nf ig ) #
F W S M ( c o nf ig ) #  m o d e ?
U s age:  m ode s ingle |  m u lt ip le
F W S M ( c o nf ig ) #
F W S M #
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F ir ewall D es ign Appr oaches :
V ir tu al Contex t

( 3A )  T RA N SPA RE N T  C O N T E X T
c o ntex t F W A
a llo c a te-inter f a c e v la n2
a llo c a te-inter f a c e v la n20
c o nf ig -u r l d isk : / F W A . c f g
!
c o ntex t F W B
a llo c a te-inter f a c e v la n3
a llo c a te-inter f a c e v la n30
c o nf ig -u r l d isk : / F W B . c f g

( 3B )  RO U T E D  C O N T E X T
c o ntex t F W 1
a llo c a te-inter f a c e v la n12
a llo c a te-inter f a c e v la n20
c o nf ig -u r l d isk : / F W 1. c f g
!
c o ntex t F W 2
a llo c a te-inter f a c e v la n13
a llo c a te-inter f a c e v la n30
c o nf ig -u r l d isk : / F W 2. c f g
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I N T E G R AT E D DAT A C E N T E R  
DE SI G N  OP T I ON S
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D ata Center  Ser v ices  D es ign O ptions

• We understand what products and devices are available 
in the data center to provide the services of  security ,  
server load balancing ,  S S L  of f load,  I P S ,  etc.

• We understand desig n options of  individual products
• L et’s look  at dif f erent way s of  integ rating  these products
• E ach desig n consists of  three redundant lay ers—core,  
ag g reg ation,  and access

( 2 )  F W  an d C SM  o n  aggregatio n  with C SM  in  layer2  an d F W  in  layer3

( 1 )  F W  o n  c o re with C SM  o n  aggregatio n  in  layer3 
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C ont ent  Sw it ch ing D et ails
• C SM  is used in  ro uted design
• Servers default gateway is the C SM  alias 

I P address
• E x tra c o n figuratio n s n eeded fo r:

D ir ec t a c c ess to  ser v er s
N o n-lo a d  b a la nc ed  ser v er  initia ted  sessio ns

• C SM ’s default gateway is the HSRP gro up  
I P o n  the M SF C

• Sin c e M SF C  is direc tly c o n n ec ted to  the 
C SM ;  RHI  is p o ssib le

• A ll to / fro m  traffic ,  lo ad b alan c ed/ n o n -
lo adb alan c ed servers go  thro ugh the C SM

Secu rit y  D et ails
• L a y er 3 f ir ew a ll u sed
• F ir ew a ll p er im eter  a t th e c o r e
• A g g r eg a tio n a nd  a c c ess a r e c o nsid er ed

tr u sted  z o nes
• S ec u r ity  p er im eter  no t p o ssib le b etw een 

W eb / a p p / d b  tier s
• I n th e a g g r eg a tio n la y er ,  so m e sec u r ity  u sing  

V L A N  ta g s o n th e CS M  is p o ssib le

D es ign ( 1 ) :  F ir ewall on Cor e;  
CSM  on Aggr egation in L ay er 3  M ode
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m o dule C o n ten tSwitc hin gM o dule 3
vlan  1 6  c lien t
ip  address 1 0 . 1 6 . 1 . 1 2  2 5 5 . 2 5 5 . 2 5 5 . 0
gateway 1 0 . 1 6 . 1 . 1
alias 1 0 . 1 6 . 1 . 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  1 1  server
ip  address 1 0 . 1 1 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
alias 1 0 . 1 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  1 7  server
ip  address 1 0 . 1 7 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
alias 1 0 . 1 7 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  1 8  server
ip  address 1 0 . 1 8 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
alias 1 0 . 1 8 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  1 9  server
ip  address 1 0 . 1 9 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
alias 1 0 . 1 9 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0

M SF C  SV I

in terfac e V lan 1 6
ip  address 1 0 . 1 6 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
stan db y 1 6  ip  1 0 . 1 6 . 1 . 1
stan db y 1 6  p rio rity 1 5 0

De sign ( 1 ) : F ire w al l  on Core ;  CS M  on Aggre gation 
in Lay e r3  M ode  Configuration S napsh ots

serverfarm  RO U T E
n o  n at server
n o  n at c lien t
p redic to r fo rward
!
vserver RO U T E
virtual 0 . 0 . 0 . 0  0 . 0 . 0 . 0  an y
serverfarm  RO U T E
p ersisten t reb alan c e
in servic e
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Design (1): Firewall on Core; CSM on 
A ggregat ion in L ay er3  Mod e: Session Flows

L o ad B alan c ed Sessio n  F lo w Server M gm t Sessio n  F lo w

F ir ew a ll M a k es 
S ec u r ity  
D ec isio ns

CS M  M a k es 
S L B  D ec isio n

F ir ew a ll M a k es 
S ec u r ity  
D ec isio ns

CS M  R o u tes 
to  S er v er
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Design (2 ): Firewall and  CSM on A ggregat ion; 
FW  in L ay er3  and  CSM in L ay er2  Mod e

• C ont ent  Sw it ch ing D et ails
• C SM  is used in  b ridged design  with 

m ultip le b ridged V L A N  p airs
• Servers default gateway is the firewall 

p rim ary I P address
• N o  ex tra c o n figuratio n s n eeded fo r:

D ir ec t a c c ess to  ser v er s
N o n-lo a d  b a la nc ed  ser v er  initia ted  sessio ns

• C SM ’s default gateway is the firewall 
p rim ary I P address

• Sin c e M SF C  is n o t direc tly c o n n ec ted to  
the C SM ;  RHI  is n o t p o ssib le

• A ll to / fro m  traffic ,  lo ad b alan c ed/ n o n -
lo adb alan c ed servers go  thro ugh the C SM

Secu rit y  D et ails
• L ayer3 firewall used with sin gle c o n tex ts
• F irewall p erim eter at the c o re
• F irewall p erim eter is used in  the 

aggregatio n  b etween  W eb / ap p / db  tiers
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Design (2): Firewall and CSM on Aggregation; FW in Layer3 
and CSM in Layer2 Mode: Conf igu ration Snap sh ots

m o dule C o n ten tSwitc hin gM o dule 3
!
vlan  1 1  server
ip  address 1 0 . 1 1 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
alias 1 0 . 1 1 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  7  server
ip  address 1 0 . 1 7 . 1 . 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
gateway 1 0 . 1 7 . 1 . 1
!
vlan  1 7  server
ip  address 1 0 . 1 7 . 1 . 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!
vlan  8  server
ip  address 1 0 . 1 8 . 1 . 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
gateway 1 0 . 1 8 . 1 . 1
!
vlan  1 8  server
ip  address 1 0 . 1 8 . 1 . 1 1  2 5 5 . 2 5 5 . 2 5 5 . 0
!

M SF C  SV I  

in terfac e V lan 1 6
ip  address 1 0 . 1 6 . 1 . 2  2 5 5 . 2 5 5 . 2 5 5 . 0
stan db y 1 6  ip  1 0 . 1 6 . 1 . 1
stan db y 1 6  p rio rity 1 5 0

V L A N S O N  T HE  F I RE W A L L

V L A N 1 6  ( to wards the M SF C )

DMZ V L A N s
V L A N 7
V L A N 8
V L A N 9
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De sign ( 2 ) : F ire w al l  and CS M  on Aggre gation;  F W  
in Lay e r3  and CS M  in Lay e r2  M ode : S e ssion F l ow s

L o ad B alan c ed Sessio n  F lo w W eb  Server to  A p p  Server Sessio n  F lo w

Co r e F ir ew a ll 
M a k es S ec u r ity  

D ec isio ns

CS M  M a k es 
S L B  D ec isio n

I nter na l D M Z s 
P er im eter s

I nter na l D M Z s 
P er im eter s
CS M  B r id g es 

T r a f f ic
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R ecom m ended R eading

D esig ning  C ontent S witching  
S olutions

I S B N :  1 5 8 7 0 5 2 1 3 X



454545© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
A P R I C O T  20 0 6 
( N a s e h )

Q  a n d  A
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