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Overview of Phishing

What 1s Phishing?

Phishing attacks use 'spoofed’ e-mails

and fake websites designed to

bamboozle recipients into revealing
confidential information with economi

value such as credit card numbers, 7
account usernames and passwords;- 4

social security numbers, €etc. | o \
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~=Basic components of Phishing attack

i

o ‘fish’: (Identity LI then money of ) you—
customer of Internet Bank or e-commerce

e ‘bait’: spam & story

 ‘fishhook’: fake website or Phishing Site
/Trojan /Spyware

o ‘fisher’: somebody hidden somewhere
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Sample of Spoofed Emall

(Ehank.

IF‘

]

..
———
—
—
-
Hwh’kmfwm@

Dear U5 Bank Customer,

Recently there have been a large number of identity theft attempts targeting US Bank Customers.
In arder to safequard your account, we require that you confirm your banking details.

This pracess is mandatory, and if not completed within the nearest time your account or credit card may be subject to tempoarary
SUSpension.

To securely confirm your Us Bank Account details please follow the link:

https:/www.ushank.com/internetBanking/RequestRouter?requestCmdld=upt

Mote: You may have ta report this message as "Not Junk Mail” if update link does not wark,

Thank you far your prampt attention to this matter and thank you for using Us Bank.

= 20048 U 5. Bancorp
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Fake Web Site — Phishing Site
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Active Reported Phishing Sites by Month
oeptember-December 2004
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hishing Reports CNCERT/CC received

e During the year of 2004, CNCERT/CC had received 223 Phishing reports
from over 33 worldwide financial and security organization.
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Tech. Issues: Phishing & Anti-Phishing

ill‘

 Method 1 ( of ‘fisher’): using alike url &
similar webpages
— ablc.com vs ablc.com
— abc.com vs abc.com.cn
e Rulel (of ‘fish’): Confirm the correct URL
of the real target you wanna access

National Computer network Emergency Response technical Team/Coordination Center of China



‘l”l “ |
IllN

Tech. Issues (cont.)

 Method 2: Real website but fake pop-up
windows

* Rule 2: Watch out pop-up windows

 Tip: some banks announced that they never
use pop-up windows in their websites
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Tech. Issue (cont.)

 Method 3: Try to hidethereal URL
Information in your browser

e Rule4: Check that information
e Tip: usually thisis not difficult to find out
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Tech. Issue (cont.)

e Method 4: use |E vulnerabilities to make the
browser ‘lie’ to you

* Rule 4. Update your system ontime; or try
to check the source code of aweb page

o Tip: thismight be difficult for some Internet
users
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Tech. Issue (cont.)

e ‘Ultimate Rules?

— Do not click the hyperlink in the uncertain emails? Inputting the URL by
yourself instead of just clicking the hyperlink, is an effect rule for alot of
attack methods.

— Do not open the emalil attachments;

o ‘Ultimate’ Methods:

— Use monitor program in your computer like aspyl] steal the valuable
information and then try to send it out; or just hijack DNS to make the
‘ultimate rule’ useless

— Plenty of waysfor planting the malicious program into your computer:

e UselE vulnerabilities to plant particular trojans into your computer: Try to redirect
your access to particular website which contains malicious code , then the
malicious code can use the | E vulnerablity to plan the spyware into your computer
(we discovered about 1200 such websitesin 2004 )

e Use other vulnerabilities to put malicious code or spyware into your computer
e Tip: Do not use Internet...... ?
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ulti-parts should be responsible for

Anti-phishing

Bank/Financia organization: ensure that their website is
uneasy to be imitated or mimic. Also, responsible to

provide the security awareness education.

LEA: catch the criminals and to make them be punished
Vendorg/Industry side: provide techniques and products for
anti-phishing

Internet User / IDC (Host owners) : protect their hosts so
that they are not easy to be abused by bad guys.

Customers ( financial customers) : aware how to protect
themselves from being cheated

CSIRTs: ?
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SIRTS' responsibility on anti-phishing

 Incident handling: locate the phishing site
and try to shut it down asap, so that less
customers will be cheated

e Tech. support: for data analysis; malicious
code analysis,

o Awareness and training: make more users
aware

e Coordination:
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Difficulties for handling Phishing

|ncidents

Host the fake websites in other countries

|_ocate and communicate with the fake website
nost owner's (they are also victims), seeking for
thelr cooperation

e Technique barriers, e.g. visitor IP filter in one of
the cases

* Related to legidation issues; anti-spam,
vulnerability handling; anti malicious code; anti
Botnet; etc

| l l ‘
e o lle
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What CNCERT/CC i1s Doing

receive report and investigate the info of the host,
such asthe location, owner, | SP.

CNCERT/CC’ s certain branch convince the host
owner to take the site down, provide the data, tech
support and security consultant. (CERT is not
police, and host owner isalso avictim. CERT may
only convince host owner to cooperate. )

Provide awareness education and consultant to the
public

Effectiveness. reduced phishing site number and
percentage in the end of the year; APWG partner;
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Q& A

Happy New o
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