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! Lab OS Overview

= For this workshop we will be using Cisco I0S
based platforms

= Each group of four participants will have four
routers to share

= Introduction to the platform and how IOS works

= This module will contain general router
configuration advice as well as IOS-specific
configuration elements
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Cisco IOS Configuration
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! Router Components

Bootstrap — stored in ROM microcode — brings router up
during initialisation, boots router and loads the IOS.

POST — Power On Self Test - stored in ROM microcode —
checks for basic functionality of router hardware and
determines which interfaces are present

ROM Monitor — stored in ROM microcode — used for
manufacturing, testing and troubleshooting

Mini-IOS — a.k.a RXBOOT/boot loader by Cisco — small
IOS ROM used to bring up an interface and load a Cisco
IOS into flash memory from a TFTP server; can also do a
few other maintenance operations
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! Router Components

= RAM - holds packet buffers, ARP cache, routing table,
software and data structure that allows the router to
function; running-config is stored in RAM, as well as the
decompressed IOS in later router models

= ROM - starts and maintains the router

= Flash memory - holds the IOS; is not erased when the
router is reloaded; is an EEPROM [Electricallg Erasable
Programmable Read-Only Memorg/] created by Intel, that
can be erased and reprogrammed repeatedly through an
application of higher than normal electric voltage

= NVRAM - Non-Volatile RAM - holds router configuration;
IS not erased when router is reloaded
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! Router Components

= Config-Register — controls how router
boots; value can be seen with “show version
command; is typically 0x2102, which tells the
router to load the IOS from flash memory
and the startup-config file from NVRAM

”n

PCH ﬁlcatel-Lucent@ SU3iSU Mark Tinka afNO& PR3



Router Modes Changed With

! Config-Register

= Reasons why you would want to modify the
config-register:

Force the router into ROM Monitor Mode
Select a boot source and default boot filename
Enable/Disable the Break function

Control broadcast addresses

Set console terminal baud rate

Load operating software from ROM

Enable booting from a TFTP server
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! Router Modes Change and Prompts

disable
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Reload and Break
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Monitor
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[ Boot interrupted? 7

Enter ¥No
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NVRAM | FTP
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Found TFTP? ]
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! Router Setup and Startup

POST - loaded from ROM and
runs diagnostics on hardware
Bootstrap — locates and loads
the IOS image; default is flash
IOS — locates and loads a valid
configuration from NVRAM; from
startup-config and only exists if
you copy running-config to
NVRAM

Startup-config — if found, router
loads it and runs embedded
configuration; if not found,
router enters setup mode
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Where is the Cisco IOS Configuration?

Command from Enable Mode Description
copy running-config tftp Copies the running configuration located in
RAM to a TFTP server.
copy startup-config tftp Copies the startup configuration located in
NVRAM to a TFTP server.
copy tftp running-config Copies the configuration from the TFTP server to the

running configuration. The reconfiguration of the router
is immediate when this command is issued. The
running-config is not replaced. The files are blended.

copy tftp startup-config Copies the configuration from the TFTP server to the
startup configuration. The startup-config is replaced
with the one from the TFTP server.

copy run start Copies the working configuration file in RAM to the
startup configuration file in NVRAM. Replaces the
startup configuration file.

copy start run Copies the startup configuration file in NVRAM to the
running configuration in RAM. Does not replace the file
in RAM; the files are blended.

copy flash tftp Copies the 10S in flash memory to a TFTP server.
copy tftp flash Copies the 105 from a TFTP server to flash memory.
configure terminal Used to specify that you would like to configure your

settings manually from the console terminal.

configure memory Used to specify that you would like to pull your
configuration information from NVRAM.
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! Router Access Modes

s User EXEC mode - limited examination of router
= Router>

= Privileged EXEC mode - detailed examination of
router, debugging, testing, file manipulation

= Router#

= ROM Monitor - useful for password recovery &
new IOS upload session

= Setup Mode — available when router has no
startup-config file
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Router Access Modes

To enter To exit Used for
User EXEC Router> If there is a line Logout Shows the status
password, enterit. | or of the router and
Otherwise, press Exit allows network
the Return or operators to
Enter key. manage connections
Privileged Router# Type enable at Disable Copies, erases,
EXEC the prompt. Exit sets up, and shows
Logout router settings
Global Router Configure Exit Allows you to configure
configuration | (config)# End various items, including
clock, hostname, enable
password, and enable secret
passwaord
Interface Router Interface EthernetO | Exit Allows you to configure
configuration | (config-ifj# | or End the settings, such as IF, for
Interface SerialQ a specific interface
Line Router Line console O Exit Configures lines,
configuration | (config- or End such as the console, virtual
line)# Line vty O 4 terminal, or auxiliary
ar
Line aux O
Router Router Router rip Exit Adds or configures
configuration | (config- or End RIP, IGRF, or other
router)# Router igrp routing protocols
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disable
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Reload and Break

! CLI Modes for Router Access
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! External Configuration Sources

s Console — direct PC serial access
= Auxilliary port — Modem access
= Virtual terminals — Telnet access

= TFTP Server — copy configuration file into
router RAM

= Network Management Software - CiscoWorks
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! Telnet

= Utility that connects at the highest layer of the OSI
model

s Provides remote access to other devices

s Cisco routers allow telnet connections via their
virtual terminal ports

= If you can establish telnet connectivity to a router,
you have established that it is available on the
network and that you have connectivity at all layers
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SSH

= Replaces telnet for a protected command and control
communication channel

= Privacy and integrity provided through the
use of strong cryptographic algorithms

= Supports TACACS+, RADIUS and local authentication

= Secure Copgl (SCP) available in new SSH
enabled code

= Restrict access to ssh via “transport input
ssh” command

= SSHv2 now in Cisco I0S!
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! IP Host Names

= When telnetting to a remote router or host, the IP
address of the host must follow the telnet
command

= Rather than using IP addresses, it is easier to refer
to a remote host or router using a name

= Sometimes, you cannot gain connectivity because
the host name that you are trying to connect with is
entered in a table incorrectly

m Usm? a name server provides name resolution from
one location, making a table configuration on each
device unnecessary
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layer, try

! Ping and Trace

= If you can't get connectivity at the Application

connectivity at the Internetwork layer

= Ping and trace verify connectivity at the
Internetwork layer

= Both use ICMP messages to verify the destination host is

reachab
problem

e, and if not, give possible reasons for the

= Ping senc

S a packet to the destination and waits for

d FreSponse

« By default, the ping utility with Cisco routers is configured
to send five packets to the target
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! Ping and Trace

= Extended mode ping

= Options include:
= The destination address of the ping
= The protocol
= Repeat count
=« Datagram size

= Can only be accessed from the privileged mode
prompt
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! Ping and Trace

= If ping indicates a problem with connectivity,
using trace may provide a better clue as to the
source of the connectivity problem

= Trace command is similar to ping command,
except that the replies are requested at each
hop along the way to the destination

= Trace sends multiple ICMP packets with
progressively higher TTL counters until the
packet reaches the destination
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! IP Route

= If you cannot get connectivity using ping or
trace, you should check your routing table

= You can issue the show ip route command
from the enable mode prompt
=« This command shows the routing table

= Typically, routing tables are dynamically

created when routing protocols are
configured on the router
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! Checking the Interface

= On of the biggest mistakes made when
troubleshooting is not checking the interfaces on
the router

= If the interfaces are down, packets cannot be
delivered

= Router interfaces go down for a variety of reasons
including:
= Incorrect IP configuration
= Cable problems
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! Checking the Interface

= Keepalive frames

= Data frames sent between two hosts to ensure
that the connection between those hosts remains
open
= Different types of interfaces can show
different types of reports
=« For example, a Token Ring interface reports

down when there is no electrical carrier signal
present
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Checking the Interface

Lab-a#show interfaces Imterface BO is fulby
Eilvermetl is up, line protocs] s wp- funcbional . Frames can
Hardhenare it Larnce, addreis is QOO0 00 A4S0 (bia G000 OcEes . B340 b sen® @nd recoived on
Imbermet address is 192.5.5 1,24 this imberface.
FATILE 1500 Bytes, BW 10000 Kbt THUY 1000 usec,
refiability 550 F55  txload 14255, reload 15255
Emncapsulation ARPA, loopback mod sei
Keepalive set (0 5]
ARF typee: AREA, ARFP Timeout D000
Last input never, cuput SO000003, owhput hang newer

Last efearing of “show interface™ counters neser .
Creewmsing strategy: fifo S0 is mot functional. M
Culput gquess 040, O drops; Bnpul quese OFT5, O drops this case, the cevial
S minuie input rate O bitsfsec, O packetsdsec interface om the rowber
S minule oulpult rake O bEsfses, O packelsfoes atbeckied B 1his router s
Seriald is dowmn, line protoce] s dowm - doween, If one end of a
Hardwarne is HDG4570 poink-Eo-point Bnk is
Imtermeet address is 200 100719 9.,24 o, it will “puash ™ the
PATLE 1500 bybes, BWA 1541 Kbib, LY 000 use, attached ugr inerfacs on
refiability 55755, tddaad 12385, rcload 1,355 the next router down
Emncapswlatian HDLE, foopback not st L

Eeepalive et (10 Sec)
Last inpul reever, Sutpat meeves, oulpot hang never
Last clearing of ~“shows interface™ counters meser
S eeing skrabegy: fifo
Oulpul guesee OG0, O drops;, npul quees OFFS, O doops
S mdnuie input rate O bitsfsec, O packeisdsec
S minule oulput rate O bsfsec, O packetswec
0 packeis impuk, O bytes. O no buffer
Received O brosdcasts, O ronts, O ganits, O throttles
0 input errors, O CRC, O frame, O overman, (O ignoned, O aboet
15 packets culpwl, 3108 bytes, O undemuns
O putput errors, O oollisions, 2 inmterface reseis

O ouiput buffer failures, O culpul buffers Secapped owt = =
0 carmer Eransitions Fu"‘l-e mm:ﬁ:};ﬁ noak
DCD=up DSRE=up DTH=down RTS=down CTS=up m-.: ; ""b'e A%,
Seriall is administratively down, line protocol is downe e B MM )
Hardwans is HDG4S70 a':ta;:]::d to 51 as it is
s ng wsed.

BATL 1800 bybes, BV 1544 Khit, DLY 300000 s,
refigbility 255/ 355 xload 14255, rxload 1,255
Emncapsufation HDLC, fMpopback mot st

Meepalive set (10 sec)

Last input e, oulput miver, outpot haang newver
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! Clear Counters

= Routers keep detailed statistics regarding the
data passing across its interfaces

= Before using the show interface command, you
may want to clear the existing interface
information

= YOu can clear these statistics (counters) on
the interface by using the clear interface or clear
counters command
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! Debug

= Debug command

= One of the most powerful tools you can use to
obtain information from your router

= Only available from privileged EXEC mode

»« Has numerous subcommands that allow you to
troubleshoot particular protocols

= Allows you to check for specific types of traffic on
the wire
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PCH

Debu

RouterBidebug all
This may severaly impact network performance. Continue? [confirm]

All possible debugging has been turned on

Routerbd

IP: s=l172.22.3.1 (Seriall), d=255.255.355.355, len 76, rovd 2 The debug all command

UDP: rowd sro=l72.23.3.10520), dsce2%5.255.295.2%8(920), length=52 VATTIS ieeLi E

RIP: roacelved vl updats from 172.27.3.01 on Sariall }I'ﬁl.l that S-SUﬂEH"IIS
172.22.4.0 in 1 Bops command could cause

172.22.5.0 in 2 hopa twork
RIP: Updates contalne I routes Syraine

SERVICE_MODULE(O}: lxtd4l interrupt 1 status A7 loop 0 congestion. This command
SERVICE _MODULE(Oj: lxtd4l interrupt 1 status 87 leap O should .D"h,- be used for a
SERVICE MODULE(Q): 1xtd44l dnterrupt 1 staktus AV loop 0 " "

SERVICE MODULE(O): lxt44] interrupt 1 status 87 loop O short period of time as a
Sarialls HDLC myseq 6631, mineseen 6631, yourseen 6580, line up troubleshooting tool.
SERVICE_HODULE{ Q)1 Ixe44l interrupt 1 status A7 loop 0 I

SERVICE_HODULE{O): lxed4l interropt 1 statos BY loop O
SERVICE _HODULE({O): lxtd4l interrupt 1 status A7 loop O
SERVICE_MODULE{O): 1xedd]l intarrope 1 atacos 87 loop 0
RIP: aanding ¥l updata to I55.355.355.355 via Ethernatl (172.22.2.1)
subfmoet  173.22.3.0, maetpic
aubmot  173.22.4.0, metric 2
subsot  172.22.5.0, metric ¥
RIP: Update contaline I routes
IF: e=172.22.2.1 (local), d=255.255.255.255 (Ethernetd), len 55, sending broadt/m
ulticast
RIPr sending w1 opdate to 255.255.255.255% via Seriall (172.22.3.2)
submet 1T2.22.2.0, matric 1
RIF: Update contains 1| routes
IP: m=172.22.3.2 (localp, d=255.255.255.255% (Seriall), len 67; sending broad/mol
cicast
SERVICE MODULE(Op: 1xed4] interrupt 1 ataktus A7 loop 0
SERVICE _MODULE(Op: lxt44] interrupt 1 atatus 87 loop 0
Soriald: attompting o rostars
Seriall: HDLC smyseq 6632, mineeeen 6637, yourseen 6581, line up
IP: e=172.22.5.1 (Ethernotd), Jd=255.255.255.255, Len 10&€, rowd 2
UDP: rovd ero=172.22.5.1(520), dec=255.255.255.255(520), length=72
RIP: ignored v1 update from bad source 172.22.5.1 on Ethermetd
SERVICE MODULE(O)1 lxtd4l interrupt 1 status AT loop 0
SERVICE _MODULE(O)1 Ixevd4l interropt 1 statos 87 loop 0
SERVICE_HODULE{O): lxtddl interropt 1 statos AT loop 0
SERVICE_HODULE{Op: lxed4dl interropt 1 statos B7 loop O
SERVICE MODULE(Op: lxtdd4l interropt 1 status A7 loop O
SERVICE _MODULE{O): lxt44) interrupt 1 satatus 87 1 L]
Sariall: HOLC syseq G633, mincseen 6633, yoursesn 65837, line up
All posaible debugging haa been turned off
Reratap B

A 4 =T = =
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Lab

= Follow the lab-guide to set up initial topology
= Follow the lab-guide to secure remote access
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Lab Guide — Day 1

o o
cMm oM
S~
5O
1
==
o o
1

10.0.1 .%7’30
10.0.11.10/30

el 192.168.18.1/32
R17 [CE1] R1 [PE1] R2 [PE2] R18 [CE2]
lo0: 10.0.11.253/32 100: 10.0.11.251/32 100: 10.0.11.252/32 100: 10.0.11.254/32
IBGP
AS10
ISIS or
OSPF
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