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A o ~ '\ Why Attack You?

A Money

I Lot of money waiting to be made (stolen) when
ecommerce and banking is compromised

A Power

I ISPs, Network operators and Internet users can
e hijacked and forcibly redirected

I Reduce credibility and erode trust

A Control

I Spy on your customers without their knowledge
or control
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& | Criminals are infecting systems

faster than-ever
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http://asert.arbornetworks.com/2009/01/two-weeks-of-conflicker-data/
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\ ‘They are using sophisticated
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Unique Phishing Site Detected July - Sept. '09
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Varying their frequency of

attacks
Total Attacks > 1 Gbps - CY2009
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d They operate like you do!

A Spemahzed Services
I SpammersPhishersKit Builders, Site Builders, Command & Corfitosker;, Money
[ I dzy’ RS NB NX
A One will do the spamming via Histnet, another will do the phishing kit or
phishing sites, another will do the casht or moneylaundering via online
gambling sites
A Outsourced Operations

I They outsource specialty work where appropriate
I Concentrate on what they do best

A Bundle related services and create strategic partnerships
I Managed spamming services
I Publish stolen credit cards to buy online ID theft kits
I Phishing networks that share resources
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I Build scalability, increasing security, leveraging economies of scale
I Extending infrastructure into new businesses, or for new uses

A Hardened and secure infrastructure
I Use Peeto-peerbotnets, with no centralized commandnd-control system
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Using Distributed Infrastructure
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Figure : The number of scams found on a server IP
address.
40% of scams were hosted on the same
16 infrastructure as spam
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Focused on profitable segments

Most Targeted Industry Sectors 3rd Quarter '09

Financial
54%

Retail
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Payment Other
Services 9%

Auction

0
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Performance

&} With High Speed & High
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Figure : Scam lifetime distributions for malicious and ' S .
shopping scams. Figure : The duration of a spam campaign.

Spam and phishing sites i come up within minutes
and go down within days

Avg. time online for phishing site: 3.8 days
Max. time online for phishing site: 30 days
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Active Phishing Sites
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V,, Resulting in Strong Rol
N 4

The average Revenue per user (RPU) was approximately $1,244
In 2006, up from $257 in 2005 (380% increase in revenue)

Phishing initiatives resulted in ~$2.8 billion in revenue in 2006

Strong business model combined with first-mover technology
resulted in largest group making at least $150 million in 2006

The average consumer victim lost approximately $1,244 in 2006. Up from $257 in 2005. (Source: Gartner Group)
Cumulative losses stemming from phishing attacks rose to more than $2.8 billion in 2006. (Source: Gartner)

VeriSign estimates that the Rock Phish gang alone made $150 million in 2006.
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’

g ! re of DN r
e The future o S security

A DNS is the technology that underpins the
development and functionality of the Internet

A Since DNS was developed, the use and effect of the
Internet has fundamentally shifted

I The Internet is now mission critical éweryone and
permeates all communications

Future lookinag;:

DNS and DNS networks need to be based on:

1. a stable, reliable security model to thwart criminal attacks
2. adiverse, scalable network with no single points of failure
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\

% Will the DNS and the root be

y  stable?

Severabeployments, more or less in parallel:
A IPv6 (and IPv4 depletion)

A New TLDs

A IDN TLDSTLD3

A DNSSEC deployment

Not a technical scaling question alone
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A
_@\@ S§EC: A new security model for DNS

A DNS Security Extensions (DNSSEC)
I Best way to protect from a mam-the-middle attacks and ,
OF OKS LI2Aaz2yAy3a ol o1 o & ad
A DNSSEC introduces digital signatures to the DNS
Infrastructure, allowing end users to more securely
navigate the Internet.

A Provides effective verification that applications, such
as Web or emall, are using the correct addresses for
servers they want to reach.
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ML Urrent state of implementation
A 25-35 TLDs are signed

A .ORG signed, 2009
I Largest TLD signed to date

A Root to be signed mi@010
A .COM expected to be signed 2011

Ac2L) 2F GKS 5b{ KASNI NOKE
remains to be done in spreading this through the
DNS resolver infrastructure

© AfiliasLimited www.afilias.info



"y Whatos the

DNSEC adoption?

Stagnation Adoption

TLDs being signed

Complexity (org, gov)

Testbed

Costs deployments

New hardware &

Unsigned Root software solutions
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