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Significant Vulnerabillities in 2002

Providing you are not using Microsoft Outlook, Microsoft
Express, Internet Explorer, IRC, SNMP Network
Management, DNS Bind or any of Microsoft’s web
servers since |1S 4.0 - you should be OK!!



Significant Vulnerabilities in 2003

25 January, 2003



Severity Rating: High



Severity Rating: Critical



Severity Rating: Critical



Case Examples of Buffer
Overflow In recent months



Case Study - Blaster
8 August, 2003



Severity Rating: Critical



Case Study - SoBig.F

23 August, 2003



Severity
Rating: High



TCP/IP and the Internet ......



Attack Incident Trends*



Factors Affecting Attack Trend



Rise of Attack Incidents

Rise in Incidents Reported to the CERT/CC - www.cert.org/stats (2004)



Rise of Attacks -

Attack Sophistication vs Intruder Tech Knowledge

Howard Lipson. Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues. CERT Coordination Center.
Nov. 2002






Heavy Scanning







Classification of Attack Methods

Social Engineering
Hacking or Cracking

Viruses and Worms

Trojan Horses



Classification of Attack Methods
Network Layer Attacks






Threats to TCP/IP Services



Soclal Engineering



Hacking and Cracking
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Viruses, Worms and Network
Propagation Systems

Viruses (Definition in “notes”)



Viruses Categories



Virus Protection

Most of these have versions which provide
“push” technology and update a customer’s
site automatically



Viruses, Worms and Network
Propagation Systems

Worms (Definition in “notes”)



Worm Protection



Lion Worm (29/3/2001)



Ramen Worm (17/1/2001)



Code-Red Worm (19/7/2001)



Nimda -The Mother of all Worms

(‘Admin’ spelt backwards!)



Case Study - Nimda Worm



Keeping Up-to-Date with Attacks ..

.. estimated that only 34% of organisations admit
to havina been attacked (ea Nimda)



Computer Emergency Response
Teams (certs)

www.apcert.org (Asia-Pacific)



Viruses, Worms and Network
Propagation Systems

Trojan Horses



Trojan Horse contd .....



Trojan Horse
- Back Orifice 2000 (BO2K)



Back Orifice 2000 (BO2K)



Other Trojan Horse Programs



Other Trojan Horse Programs



Defence Against Trojan Horses






Viruses Gain Complexity. Start to
Take Over Machines and Steal Data.
No Longer Needs Human Element to

Spread

95 - 98 Virus Numbers Grow Rapidly. Viruses
Spread Rapidly e.g. Macro Viruses via E-Mail

80’s -94 Localised Impact e.g.
Michelangelo




The New Trend - Blended Threats



The New Trend - Blended Threats



Blended Threats - Recent Example



Buffer Overflow - Common
Attack Method



Buffer Overflow - contd
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Buffer Overflow - contd
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Buffer Overflow - contd












IP Spoofing



Spoofing an IP Packet

Ref: http://gsproof.sourceforge.net/screenshots






TCP Sequence Number Attack



host TCP host

(client) flags (server)
step 1 A ----SYN---> B
step 2 A <4 -SYN/ACK--- B
step 3 A ----ACK --->» B
step 4 A ----Data ---» B
and / or
A <« ---Data---- B

Can Attack TCP Handshake or Data

repeated
during data
transfer

ransfer



Target host
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IP: 210.101.82.1

Spoofed host

IP Network
(e.g. Internet)
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IP: 200.17.12.3 Attack host

|

IP: 192.10.10.2
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Spoof/Sequence Number Attack 76



Attack host Target host Spoofed host
(IP: 192.10.10.2) (IP: 210.101.82.1) (IP: 200.17.12.3)

ignored

ACK: 2001, 6587

ignored

accepted
ACK: 6588, 2002

ignored

ACK: 6589, 2003

Spoof/Sequence|Number Attack
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TCP Sequence Number Attack



TCP Sequence Number Attack



TCP Sequence Number Attack






host TCP host

(client) flags (server)
step 1 A ----SYN---> B
step 2 A <4 -SYN/ACK--- B
step 3 A ----ACK --->» B
step 4 A ----Data ---» B
and / or
A <« ---Data---- B

Can Attack TCP Handshake or Data

repeated
during data
transfer

ransfer



TCP Session Hijacking



Spoofed host

m] O

IP: 200.17.12.3 Attack host IP: 210.101.82.1

IP: 192.10.10.2

TCP Session Hijacking >



Spoofed host Target host Attack host
IP: 200.17.12.3 IP: 210.101.82.1 IP: 192.10.10.2

SYN: 2000’ n/a

The attacker uses a protocol
analyser to capture IP traffic,
, and can therefore determine
the TCP connection’s state and
+ its sequence numbers.

end of 3-way handshake

ignored

| ACK: 2014, 6589

Data

ignored

time, t t t

TCP Session Hijacking



TCP Session Hijacking
— counter-measures









