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� Email is more complex than people usually realize
� Spam is a social problem
� Technical solutions need to follow the social assessment
� No single action will eliminate it and nothing will “eliminate” it
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� I feel a bit proprietary about it
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� I feel a bit proprietary about it
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This?  Oh, this is the display 
for my electronic junk mail.
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� It is clear we have a dire 
problem now!

� It is clear the situation is 
getting worse, quickly

� It is like moving from a safe, 
small town to a big (U.S.) city
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� It is clear we have a dire 
problem now!now!

� It is clear the situation is 
getting worse, quickly

� It is like moving from a safe, 
small town to a big (U.S.) city
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� Local, transient effects 
that only move 
spammers to use 
different techniques, 
versus

� Global, long-term effects 
that truly reduce spam at 
its core
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� Local, transient effects 
that only move 
spammers to use 
different techniques, 
versus

� Global, long-term effects 
that truly reduce spam at 
its core
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“…“…but this is but this is urgenturgent!!!!””
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� Risky, difficult, expensive and slow
� Always has unintended consequences (usually bad)
� Service providers have highly variable operations
� Changes to infrastructure require caution!
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� Directly affect key problem or directly improve service
� Orchestrated inter-dependent changes do not work
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� Orchestrated inter-dependent changes do not work
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� Cannot be “surgically” precise
� Must balance the wheel
� Needs range of partial solutions
� Different techniques for near-

term vs. long-term, except that 
near-term never is

� *���
��
��*���
��
��*���
��
��*���
��
��
� Long lists  � complicated
� Complicated  � Be careful!
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� Unsolicited commercial or bulk
� Anything I don’t want
� Anything you don’t want me to 
receive(?)

� *��������������������*��������������������*��������������������*��������������������
.�������.�������.�������.�������3333�
������
�
���
������
�
���
������
�
���
������
�
��
� When we cannot formulate a 
common, Internet-wide 
definition? 
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� When we cannot formulate a 
common, Internet-wide 
definition? 
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� Focus on core, identifiable 

characteristics
� Ignore the rest, for now
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1) Type of targeted spam
2) How it is occurring
3) How the mechanism will fix 

the problem
4) Dependencies, before 

mechanism will work
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1) Type of targeted spam
2) How it is occurring
3) How the mechanism will fix 

the problem
4) Dependencies, before 

mechanism will work

And why do we And why do we stillstill need this slide?need this slide?
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� Legitimate businesses engaging in aggressive marketing
� Need formal rules to dictate constraints

� 4444��������������������5555 ��������������������������������
� Actively avoid accountability
� Likely to always have “safe haven”
� Not always seeking money
� Need to treat them like virus and worm attackers
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� Not always seeking money
�� Need to treat them like virus and worm attackersNeed to treat them like virus and worm attackers
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� Access
� Tools
� Service operations
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pain to a minimum
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Gory detail:  http://www.ripe.net/ripe/meetings/ripeGory detail:  http://www.ripe.net/ripe/meetings/ripe--47/mailflows.pdf47/mailflows.pdf
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Look with a Look with a veryvery critical eye!critical eye!
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