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IDS Goals
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IDS Architecture Components

Modern IDS apply these components in a cascading
fashion, ie - allowing higher level system overviews to
be gained as a user ascends through the tree



IDS Techniques

 Misuse Detection (M-IDS) -

 Anomaly Detection (A-IDS) -



IDS Techniques

e Location of Sensors -

 Monitor Processing Patterns -

e Distributed Correlation -



Capabilities of IDS
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Limitations of IDS



Current Development in IDS



Intrusion Detection Systems and
Products



Types of IDS



Host-Based IDS



Network-Based IDS



Hybrid IDS



Example NIDS: SNORT



Example IDS: SNORT



Example IDS: Blacklce



Example IDS: ZoneAlarm

ZoneAlarm (= Firewall + IDS)






IDS Support Tools - Mapping Tools

Network Mappers



IDS Support Tools - Mapping Tools



IDS Support Tools
- System Scanning Tools



IDS Support Tools -
System Scanning Tools



IDS Support Tools -
System Integrity Checkers



IDS Support Tools -
System Integrity Checkers
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IDS Support Tools -
System Integrity Checkers
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IDS Support Tools -
Honeytraps



IDS Support Tools -
Honeytraps
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IDS Standards
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Intrusion Detection Case Study



Intrusion Detection Case Study
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Intrusion Detection Case Study

Scan 1

Scan 2
Scan 3
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Scan 5



Intrusion Detection Case Study



