Bid irectional Forwarding
Detection (BFD)
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Detecting Forwarding Railures (1)

For IR dassicdlyafunction d therouing praocd
Becausefanerly, rod ng =fa ward ng
Faut resd uionin pahapstens d seconds
Perhapstood owfa anythng bu bed-dfat IP
Soneti mesthereisnoo uing praocd!
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Detecting Forwarding Railures (1l)

| taface dae can be used but:
Trand et faluesaeprodend ¢
So aeswtched enmronnert s

6 RIVE DUH 6 RIVE DUH
‘ 5 RXVWHU
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Detecting Forwarding Railures (1ll)

In nodern achtedules rouing  faward ng

Woul d ben ceto have a way todeted fawar d ng
wthou réyi ng oninaface gae
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Goalsfor BFD

Detediond faoward ngd anetofaward ng d ane
connediMty (ind ud nglinks ineafaces dc)

Faster convergence d muing praocd s paticdaly onshaed
med ali ke B hanat

Semantic separaion d for ward ng plane connecti vty vs
corird [dane connedimMty (works wdl inconcat wth
G acefU Retat)

A 3 nd e nechansmtha isindependert d neda, rouing
prado cd, and data prd ocd

No changestoex ding praocds
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BFD Protocol Overview

A its heat, Yet Andhe HHlIo Radocd

Packgssert @ regda ntavds nmaghbo falue ddeded
when packd s g op showing up

Intendedtobei ndenenedinthefar ward ng planetothe
extert possde(avadngfaeshaing wththe cortrd dane)

Context oefined by encapsu aing prao cd (sendingima de
| Pv4 packd s 9 gnd s| Pv4 connedivty, dso coul d be sent
ove | V6, dredly over the dadink or what ever)

A ways urc ad, even onshaed ned a
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BFD Protocol Overview

6 HWIRQ / LON

6 HWRQ >< (-
6 HWIRQ
6 HWIRQ 7XQQHO

Not judt fa dred links, can dso beused over MPLS LSPs,
dh e tunnd s

Suffiaert context inthe paocd tokeeptrack of mitide
padld pahs ba ween sysens

Ti mngisady gad e onthefly, dlomngfa adagivtyto
ava d caa droph c cdlapse duetofdsefal ure detedti on
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BFD Operation

BFD Contrd Packetssernt inbahdredions poundng basc
connecti Mty check and corti nuous parang e negai &ion

Optiond Echo Mbde can be negaha ted

BFD Echo Packetd ransmtted adde ssedto ai g nai ng
sydem d her sysemfawar dsthemback through regu a
faward ngpah

Exerases entirefa ward ng pa hin desti naionsysem

May na d ways be possdea desrad e thusit s
negai aed
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BFD Async Mode
Contrd packasflowineach d edion




BFD Echo Mode

Contrd packasflowineach d edion
Echo packasloopthroughrenae sysem
Contrd packe flowis d ower

>




BFD Operation

Conbi nab n o corti nuous negaidionand urc ag dl ows
h gh adapti vity
Less capald e sysens can negai ded ower deedion
wthou pendizangfaser sydens

Transms3 onra e and detedi ontime can be changed on
thefly, dloMngfa autonsic nechansns fa recovery
fromoverl yaggess vet ners a unusud nd waork everts

Echo node can be enalded a dsad ed wt hou tak ng down
BFD sess on

Thre e way handshake on ba h up and down transti ons
Each syseminfdl cortrd o itsownfae



BFD Operation

No dscovay praocd, hand ed by contrd [rd ocd
Smanc s o BFDsessonfal ure ae cortext ud

BFD over-IPi nge s nei ghbar fal we | GP na ghbor
shou d betorn down

BFD ove-Bhand | ndiesswtchiiluwe subnd shou d be
wthdrawn fromrouingprdo cds

Wor ks over a wderange d ti ne congarts

Ti ners specifiedin maroseconds, dlowngvayad a
very 4 ow detedti on

Systens geafy howqu ck ythey can recd ve BFD packds
sotha boxes o dffering alli iescanineaoperae



BFD Operation

Ds a1 nnnaor fid d used to demutipexincomng packes once
SesI onis W

Each sysem chooses 32t vd uethat is un que ayong dl
sessons pusitin“ My Ds o” fidl

Renotesysems dsa mnaa islooped backin“ You
Ds o” fidd

“Your Dsa” usedtochoose sesd onfa incomng packes
Intidizai onisdighlytricky

Hrd packe hasto be demuxed on dher i nf o--source
address and intafacei ndex, fa exangd e



BFD Control Message
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BFD Sate Machine




BFD Applications

Roui ng pra ocd |iveness da ed 1 on (obv oud y)
Swtchtoroue liveness daedion

Rou er-to-host liveness dededion (ared answer far
the web far ns)

Mrtud linkliveness( MPLS (REtunnds dc--no
need t o keep ra nventi ngt hese

A a mpasg hrough (reca ve d a mfromconca ena ed
link; take sess on adm n-down wit hd 1 agnostic
aconca ena edli nk down®)




BFD Satus

Y ado cd ja rtly devd oped by Jup & and Gsco
neang dat pudished (dat-ka z- war d-bf dOx.t X

Puldished as anl fanati ond docunernt (sothd
0 ogr ess can be madeinaressonald e anount d t ne

Runors d 2 g tradk® gandard zati on ba ng pursled
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