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Bid irectional Forwarding 
Detection (BFD)
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Detecting Forwarding Fa ilures (I)
ƒ For I P, cla ssi cal l y a f uncti on of the routi ng prot ocol

• Because f ormerl y, routi ng = f or wardi ng

• Faul t resol ut i on i n perha ps tens of seconds

• Perhaps too sl ow f or anythi ng but best -eff ort I P

• Someti mes there i s no routi ng prot ocol !
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Detecting Forwarding Fa ilures (II)

ƒ I nterface state can be used, but:

· Transi ent fai l ures are probl emati c

· So are switched envi ronment s
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Detecting Forwarding Fa ilures (III)

ƒ I n modern archi tectu res: routi ng • f or wardi ng

ƒ Woul d be ni ce to have a way to detect f orwar di ng
wi t hout rel yi ng on i nterface state
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Goals for BFD
ƒ Det ecti on of for wardi ng pl ane-t o-f orwar di ng pl ane 

connecti vit y (i ncl udi ng l i nks, i nterfaces, etc.)

ƒ Faster convergence of routi ng prot ocol s, parti cularl y on shared 
medi a li ke Ethernet

ƒ Semanti c separati on of for wardi ng pl ane connecti vit y vs. 
control pl ane connecti vi ty ( works wel l i n concert wi t h 
Gr acef ul Restart)

ƒ A si ngl e mechani sm t hat is i ndependent of media , routi ng 
proto col, and data prot ocol

ƒ No changes to exi sti ng prot ocol s
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BFD Protocol Overview
ƒ At its heart, Yet Anoth er Hel l o Prot ocol

ƒ Packets sent at regul ar in terval s;  neighbor fai l ure detected 
when packets stop showing up

ƒ I ntended to be i mpl emented i n the for wardi ng pl ane to the 
extent possi bl e (avoi di ng fate shari ng wi t h the control pl ane)

ƒ Cont ext defined by encapsul ati ng proto col (sendi ng i nsi de 
I Pv4 packets si gnal s I Pv4 connecti vi ty;  al so coul d be sent 
over I Pv6, directl y over the datali nk, or whatever)

ƒ Al ways unic ast, even on shared medi a
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BFD Protocol Overview

ƒ Not j ust for di rect li nks; can al so be used over MPLS LSPs, 
oth er tunnel s

ƒ Suf fi ci ent context i n the prot ocol to keep track of mul ti pl e 
paral l el pat hs bet ween systems

ƒ Ti mi ng i s adju stabl e on-the-fl y, all owi ng f or adapti vit y to 
avoi d cata st rophi c col l apse due to fal se fail ure detecti on
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BFD Operation
ƒ BFD Control Packets sent i n bot h di recti ons, provi di ng basi c 

connecti vit y check and conti nuous paramet er negoti ati on

ƒ Opti onal Echo Mode can be negotia ted

· BFD Echo Packets t ransmi tted addressed to ori ginati ng 
system; ot her system f orwar ds them back through regul ar 
f or wardi ng pat h

· Exerci ses entire f or wardi ng pat h i n desti nati on system

· May not al ways be possibl e or desi rabl e, thus it is 
negoti ated
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BFD Async Mode

ƒ Control packets fl ow i n each dir ecti on
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BFD Echo Mode

ƒ Control packets fl ow i n each dir ecti on

ƒ Echo packets l oop through remote system

ƒ Control packet fl ow is sl ower
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BFD Operation
ƒ Combi natio n of conti nuous negoti at i on and unic ast all ows 

hi gh adapti vity

· Less capabl e systems can negoti ate sl ower detecti on 
wi t hout penal i zi ng faster systems

· Transmi ssi on rate and detecti on time can be changed on-
the-fl y, all owin g f or automati c mechani sms f or recovery 
from overl y aggressi ve ti mers or unusual net work events

· Echo mode can be enabl ed or di sabl ed wi t hout taki ng down 
BFD sessi on

ƒ Thre e- way handshake on bot h up and down transi ti ons

ƒ Each system i n f ul l control of its own fate



13Copyri ght © 2003 Junip er Net works, In c. Pro pri etary and Confid enti al www. j unip er.net 

BFD Operation
ƒ No di scovery prot ocol, handl ed by control prot ocol

ƒ Semantic s of BFD sessi on fai l ure are context ual

· BFD- over-IP i mpl ie s nei ghbor fai l ure; I GP nei ghbor 
shoul d be torn down

· BFD- over- Ethernet i mpl i es swi tch fa il ure; subnet shoul d be 
wi t hdrawn from routi ng proto col s

ƒ Wor ks over a wi de range of ti me constants

· Ti mers specifi ed i n mi croseconds, al l owi ng very fa st or 
very sl ow detecti on

· Systems speci f y how qui ckl y they can recei ve BFD packets 
so that boxes of di fferi ng abi l it i es can i nteroperate
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BFD Operation
ƒ Dis cri mi nator fi el d used to demul ti pl ex i ncomi ng packets once 

sessi on i s up

· Each system chooses 32 bi t val ue that is uni que among al l 
sessi ons, puts it i n “ My Dis cr” fi eld

· Remot e system’ s di scri mi nat or i s l ooped back i n “ Your
Dis cr” fi eld

· “ Your Di scr ” used to choose sessi on for i ncomi ng packets

ƒ I niti ali zati on is sli ghtl y tri cky

· Fi rst packet has to be demuxed on other i nf o--source 
address and i nterface i ndex, f or exampl e
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BFD Control Message

0                   1                   2                   3

0 1 2 3 4 5 6 7  8 9 0 1 2 3 4 5 6 7  8 9 0 1 2 3 4 5 6 7 8 9 0 1

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|    Ver si on    | H| Dia gnost i c  |  Det ect Mul t  |    Lengt h     |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                           My Di scr                            |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                          Your Di scr                           |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                    Desi r ed Mi n TX I nt er val                |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                   Requi r ed Mi n RX I nt er val                |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

|                 Requi r ed Mi n Echo RX I nt er val             |

+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
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BFD State Machine
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BFD Applications

ƒ Routi ng prot ocol li veness detect i on (obvi ousl y)

ƒ Swi tch-t o-router li veness detect i on 

ƒ Rout er-t o-host li veness detecti on (a real answer f or 
the web far ms)

ƒ Vi rt ual li nk l i veness ( MPLS, GRE t unnel s, etc.--no 
need to keep rei nventi ng these)

ƒ Al ar m passthrough (recei ve al ar m from concatenated 
li nk;  take sessi on admi n-down wi t h d i agnosti c 
ªconcatenated li nk downº)
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BFD Status

ƒ Pr oto col joi ntl y devel oped by Junip er and Ci sco

ƒ I nternet draft publ i shed (draft-katz- ward-bf d-0x.t xt)

ƒ Publ i shed as an I nf ormati onal document (so that 
progress can be made i n a reasonabl e amount of ti me

ƒ Rumors of ªfa st trackº standardi zati on being pursued
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