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What are we going to do ?7?

* route
route
route to display the routing cache
route add
route add default
route del

- ip route
ip route show
ip route show cache
ip route add to populate a routing table
default route with ip route add default
NAT with ip route add nat
Removeing routes with ip route del
ting routes with ip route change
ip route get
ip route flush
ip route flush cache



ip rule
ip rule show

Displaying the RPDB with ip rule show
Adding a rule to the RPDB with ip rule add
ip rule add nat
ip rule del



[tootfclazsroom root]# route -h
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route

[tootfclassroom root]# route
Kernel IP routing table

Destination Fateway Fenmask Flags Metric Ref  Use Iface
203,78.164.96 % 2o dadiaad, 248 1 I I 0 ethl
192,168,100,0  hostl.kcw.edu.n 255.255.255.0 U6 (0 I 0 ethl
192,168,100,0  * B Aadvdede): U I I 0 ethl
172,16,100,0  hostl.kcw.edun 255,255,255.0 1 0 I 0 ethl
192,168,10.0  hostl.kcw.edun 255.255,255.0 U6 O I 0 ethl
168,254.0.0 ¥ 255, 255.0.0 I I I 0 ethl
127.0.0.0 * 205, 0.0.0 I I I 0 1o

I I 0 ethl

default leazed-cuata-97 0,0,0.0 iz
r i .. 1



[rootfclassroom

Viewing the routing cache with route

root]# route -C

Eernel IP routing cache

aource
hostled.kcom. edu
hostl70.kcn. edu
hostloe6.kcow. edu
hostl.kcw.edu.n
al3.116.51.18
clasaroom.kcm. e
clasaroom.kcm. e
classroom.kcm. e
baym-gquwrads. msgr.
hostl30.kcw. edu
hostliS.kcow. edu
hostlil.kcm. edu
clasaroom.kcm. e
classroom.kcm. e
clazsroom.kcm. e
classroom.kcm. e
Eiscn.intranet.

Destination
192,165,100, 255
192,168,100, 255
192,168,100, 255
classroom.kcm. e
classroom.kcm. e
wmnrdd, thoy.bhe.
. Iy - LEUSt. C
nessenger. hotna
classroom.kcm. e
192,168,100, 255
192,168, 100.255
192,165,100, 255
wmnrdd, thny.bhe.
203.116.51.18
WL Wy -etrust.
nessenger. hotna
clsco.intranet,

Fateway

192,168,100, 255
192,168,100, 255
192,168,100, 255
classroom.kcm. e
classroom.kcm. e
leazed-custs-97
leazed-custs-97
leazed-custa-97
classroom.kcm. e
192,168,100, 255
192,168,100, 255
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leazed-custs-97
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Adding a static entry with route add

(tootfclasaroon root)# route add -net 202,79,55.0 netwask 255.255.255.0 gateway 203,78, 162,97
SL0CADIRT: File exists

[tootfclasaroon root]# route add - host 202,79,55, 14 netuask 255,255,255.0 v 203,76, 162,97

-+ Unknowm Server error

[tootfclagszoou Loot]# I



Creating a default route

rontiiclasszoon toot)§ coute add default v 203.?5.162.9?'



alternate method

ronthclasseoon toot]f route add -net 0,0,0.0 netuesk 0000 o 203.75.162.97'



Removing a static route

[dQuick Cannect oy root]# route -n
Eernel IP routing table

Destination Gateway Genmask Flags Metric Ref Uze Iface
203.78.162.96 o.0.0.0 255,255, 2550,2458 U 1 0 0 ethi
19:2.165.100.,0 192.1658.100,.1 255,255, 2585.0 Iz 1] 0 0 ethl
192.1a68.100.0 o.0.0.0 255,255, 255,10 L} 1 0 0 ethl
172.16.100.0 192.168.100.1 255,255, 2585.0 Iz 1 0 0 ethl
202.79.55.0 203.78.162.97 255.255.2585.0 e 1l 0 0 ethi
192.1658.10.0 192.168.100.1 255.255.2585.0 e 1 0 0 ethl
1e9.:254.0.0 o0.0.0.0 255.255.0.0 L} 0 0 0 ethl
127.0.0.0 o0.0.0.0 255.0.0.0 L} 1l 0 0 lo
o.0.0.0 203.78.162.97 o.0.0.0 e 0 0 0 ethi
[rootfclasaroom root]# route del -net 2Z02.79.55.0 netmask 255.255.255.0 ow 203.78.162.97

[rootfclassroon root]# route -n
Eernel IP routing table

Destination Gateway Genmask Flags Metric Ref Tze Iface
203.78.162.95 0.0.0.0 Z25h.255.255.248 U 1 0 0 ethi
1oz, leg.100.0 192.168.100.1 255,255, 255.0 LiJE 1 0 0 ethl
192, 1658.100.0 0.0.0.0 255.255.255.0 i) 1 0 0 ethl
172.16.100.0 192.168.100.1 Z255.Z55.255.0 I: 1 0 0 ethl
laz,le8.10.0 192.168.100.1 25h.255.255.0 L 0 0 0 ethl
leo,254.0.0 0.0.0.0 255.255.0.0 i) 1 0 0 ethl
127.0.0.0 0.0.0.0 255.0.0.0 T 1] 0 0 lo

n.o0.0.0 Z03.78.102.97 o.0.0.0 LiJE 1 1l 0 ethi

[tootfclassroom root]# I



ip route

Ip route provides management tools for manipulating
any of the routing tables

using the ip route is that you can operate on any of
the 255 routing tables with this command

the iproute2 suite of tools does not rely on DNS for
any operation so, the ubiquitous -n switch in previous
examples will not be required in any example

Ip route utility when used in conjunction with the ip
rule utility can create stateless NAT tables



Operation includes

displaying routes

routing cache

adding routes

deleting routes
modifying existing routes
fetching a route
modifying existing routes



Displaying a routing table with ip route show

You hawve new malil 1n swvar/spool/mall/ root
[rootldclassroom root]# ip route show
a03.78.162.96/29 dev ethl scope link

192, 168,100,024 wia 192.168.100.1 dew ethl
19=2.1658.100.0/24 dewv ethl scope link
172.16.100.0/24 wvia 192.165.100.1 dev ethl
192.168.10.0/24 wvia 192.165.100.1 dev ethl
169.254.0.0/16 dev ethl sScope link
l27.0.0.0/8 dewv lo scope link

default wia 203.78.162.97 dev ethi
[rootldclassroom root]# I



local routing table with ip route show table local

[rootfclasaroom root]# ip route show table local

broadcast 192,168,100,0 dev ethl proto kernhel scope link src 192, 168,100,100
local 203.78.162.100 dev eth0 proto kKernel scope host src 203,758,162, 100
broadcast 127.255,255,255 dev lo proto kKernel scope link src 127.0.0.1
broadecast 203,768,162, 103 dev ethl proto kernel scope link src 203,78, 162, 100
broadcast 203.78.162,9 dev ethl proto kernel scope link src 203,78, 162, 100
local 192.168.100,100 dev ethl proto kKernel scope host srec 192, 168,100,100
broadcast 192,168,100,255 dev ethl proto kernhel scope link src 192,168,100, 100
broadeast 127.0.0.0 dev lo proto kernel scope link src 127.0.0.1

local 127.0.0.1 dev lo proto kernel scope host sre 127.0.0.1

local 127.0.0.0/8 dev 1o proto kernel scope host src 127.0.0.1
[rootfclasaroom root]# I



ip route show table local

This gives a good deal of information about the IP networks to which the
machine is directly connected, and look into the way that the routing tables treat
special addresses like broadcast addresses and locally configured addresses.

The first field in this output tells whether the route is for a broadcast address or
an IP address or range locally hosted on this machine. Subsequent fields inform
us through which device the destination is reachable, and notably (in this table)
that the kernel has added these routes as part of bringing up the IP layer
interfaces.

For each IP hosted on the machine, it makes sense that the machine should
restrict accessiblity to that IP or IP range to itself only. This explains why, in
192.168.100.100 has a host scope. Because classroom hosts this IP, there's no
reason for the packet to be routed off the box. Similarly, a destination of
localhost (127.0.0.1) does not need to be forwarded off this machine. In each of
these cases, the scope has been set to host.



For broadcast addresses, which are intended for any listeners who happen to
share the IP network, the destination only makes sense as for a scope of
devices connected to the same link layer

The final characteristic available to us in each line of the local routing table
output is the src keyword. This is treated as a hint to the kernel about what IP
address to select for a source address on outgoing packets on this interface.
Naturally, this is most commonly used (and abused) on multi-homed hosts,
although almost every machine out there uses this hint for connections to
localhost



cache

local 203.

cache

local 203.

cache

65. 54,246,

cache
broadcast
cache

local 203.

cache
broadcast
cache
bhroadcas=t
cache
hroadcast
cache

65. 54,205,

cache

routing cache with ip route show cache

mtu 1500 advm=s 140

To.162.100 from 203.73.160.225 dew lo src 203.78.162.100
<laocal> iif etho

Ta.162.100 from &65.54.194.117 dew lo src Z203.78.162.100
<local>- iif etho

250 wia Z203.78.162.97 deswr =ethi src 203.78.16z2.100

mtul 1500 advm== 1laa0

192.168.100. 255 from 192.1653.100.150 dew 1o src 192.1&65.100. 100
<local brd- iif ethl

To.1lez2.100 from oo, 150.2.101 desw lo src 203.78.16z2.100

<local> iif ethO

192.168.100. 255 from 192.1658.100.1558 dew 1o src 192.16&5.100. 100
<local brd- iif ethl

laz.168.100, 255 from 192,152 100,158 dew lo src 192.1s5.100.100
<local bred= iif ethl

192.165.100, 255 from 192.1685.100.130 dew lo src 19Z2.1aS.100.100
<local brd- iif ethl

222 from 203.73.162.100 wwia Z203.73.162.97 dew ethid

mtua 1500 rtt Z2%96ms rttwar le7ms cund 2 advmss 1460

207.46.104. 20 wia 203.75.162.27 dew ethi sroc Z203.75.162.100

cache

local 203.

cache
broadcast
cache

local 203.

cache

mtul 1500 advm=s laa0

T8.1e2.100 from 207.46.110.33 dewr 1o =rc Z203.78.1s2.100

<local> iif ethO

19Z2.165.100.,. 255 from 192.165.100.178 dewr 1o src 192.1ae5.100.100
<local brd- iif ethl

T8.1e2.100 from &66.150.2.71 dew lo src 203.78.1az2.100

<local>- 1iif ethn

2le.109.1158.73 from 203.75.162.100 wia 203.75.162.297% dew ethib

cache

65. 54,246,

mtul 1500 rrtt 55ms rotrowrar S57ms owvmnd 2 advmss 1460
250 from 2Z03.73.162.100 <wia 203.75.162.97 dew ethi



100

route add to populate a routing table

Lasaronn Lot

dolasszonn toot)§ ip toute add 202,79, 55.0/24 via 192, 168,100, L

o0t

1



prohibit route with route add

tooticlasatoon root)# ip route add prohibit 2D2.T9.55.56|



Using from in a routing command with route add

(cootielasaroon toot]# ip route add prohibit 202,79.55.5 frou lQZ.lEE.lDD.llTI



default route with ip route add default

roothiclasszoon Loot]d ip route add default via 203.?5.162.9?'



NAT with ip route

rootfclassroon root)# ip route add nat 0.0,0.0 via 203,78, 162, 100
ATIETLINE answers: File exists

rootfclassroon root)# ip route show table local | grep “nat

nat 0.0.0.0 via 203.76,164, 100 3cope host

tontliclassroon Loot)# I




ip route del

[tootfdclassroom root]# ip route show
prohibit 2Z02.79.55.56

prohibit 209.10.Z6.51

203.78.162.96/29 dev ethl scope link
192.168.100.0/24 wia 192.1658.100.1 dev ethl
19Z.168.100.0/24 dewv ethl scope link
172.16.100,.0/24 wia 192.165.100.1 dev ethl
202.79.55.0/24 wia 19:2.168.100.1 dewv ethl
192.168.10.0/24 wia 192.165.100.1 dew ethl
10.358.0.0/16 wia 192.16&8.100.1 dev ethl
169.254.0,.0/16 dev ethl scope link
127.0.0.0/58 dew lo scope link

default wia £203.78.162.97 dev ethi

You have new mail in Ssvar/spoolfmailfroot
[tootldclassroom root]# ip route del 2Z02.79.55.0/24 wia 192.168.100.1
[tootldclassroom root]#
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Altering existing routes with ip route change

[rooticlassroon root]# ip route show

prohibit 202.79.55.56

prohibit 209.10.:26.51

203.78.162.96/29 dev ethl scope link
192.1658.100.0/24 wia 192.168.100.1 dev ethl
192.1658.100.0/24 dev ethl scope link
172.16,100.0/24 via 192,168, 100.1 dev ethl
192.1658.10.0/24 via 192,168, 100.1 dev ethl
10,38.0.0/16 wia 192.168.100.1 dev ethl

169,254, 0.0/16 dev ethl scope link

127.0.0.0/8 dev lo scope link

default via 203.758.162.97 dev ethl

[rootlclassroon root]# ip route change -net 10.38.0.0/16 wia 192.168.100,100
Error: an inet prefix i3 expected rather than "-net”.

[rootfclassroon root]# ip route change 10.38.0.0/16 via 192, 168,100,100
[rootfclassroom root]# I



fetching route information with ip route get

[tootfclassroon root]# ip route get 0,0.0.0
local 127.0.0.1 dew lo sec LE7.0.0.1
cache «<local> mtu ledst adwmas loade

[tootfclassroon root]# ip route get 172.16,100,1
172,16, 100.1 via 192,168.100.1 dev ethl src 192.168.100.100

cache mtu 1500 advmss 146l
[tootfclasaroon root]# I



Clearing routing tables with ip route flush

[rootliclassroom root]# ip route show
prohibit 209.10.26.51

203.78.162.96/29 dev ethll scope link
192,168, 100.0/24 wia 19Z.168.100.1 dewv ethl
192.165.100.0/24 dewv ethl sScope link
17=2.16.100,0/24 wia 19:£,.1668.100.1 dewv ethl
19<. 168, 10,024 wia 192.168.100.1 dev ethl
10.38.0.0/16 wia 192.165.100.100 dewv ethl
169.254.0.0/16 dev ethl scope link
127.0.0.0/8 dev lo scope link

default wia 203.78.162.97 dev ethi

[rootliclassroom root]# ip route £lush 209.10.26.51
[rootliclassroom root]# I



ip route flush cache

[Eootdclassroom root]# ip route show cache | more

54, 124.140.148 £from Z203.7383.162.100 wia 203.78.162.97 dewr ethi
cache mtil 1500 adwmss 1460

E5.102.7.99 wia 203.75.162.97 dew ethi src Z03.78.162.100
cache mtul 1500 adwvmss 1460

&5.54_1924_ 117 <~ia Z03.78.152.97 dew ethi src Z203.78.162.100
cache mtil 1500 adwvmss 1460

Z203.78.160. 35 ~wia Z203.78.152.97 dew ethi src Z203.78.162.100
cache mtia 1500 adwvmss 1460

local 202.738.162.100 from &5.54.140.153 dew lo src Z03.78.16z2.100
cache =local>- iif etho

1292.165.100.171 from 192.165.100.100 =<ia 192.165.100.1 dew sthl
cache mtia 1500 roo Vims rttwvar 7Zms cund 2 advmss 1460

local Z203.78.162.100 from 209.73.154.91 dew lo sSrc Z03.75.1ezZ.100
cache =local>= iif etchOo

Z03.78.162.102 dew ethi src Z03.75.1a2.100
cache mtil 1500 adwmwmss 14c0

65.54.140.155 from 203.75.162.100 wia 203.75.162.97 dew ethiO
cache mtia 1500 rtt 7e5ms rttwar 1253Z2ms cund 2 advmss 1460

local Z2023.73.162.100 from 12.111.50.57 dew lo src Z03.78.162Z.100
cache <—localx iif etho

Z203.78.160.39 wia Z03.78.1562.27 dew ethi src Z03.78.162.100
cache mtil 1500 adwmss 1460

19z2.183.100.1568 from 192.158.100_.100 =<dia 192.163.100.1 dewv ethl
cache mtiy 1500 rtt &Zm= rttwar 7ioms ssthrezsh 2 cund 3 advmss 14da0

Z207.68.177.124 from 203_.728.162.100 wia 203.78.152.97 dew ethi
cache mtia 1500 advmss 1460

129.137.2_.136 wia 203.78.162.97 dew ethi src Z203.78.1a2.100
cache mtia 1500 adwvm=ss 1460

broadcast 192.165.100.255 from 192.165.100.123 dew 1o src 192.165.100. 100
cache =local _ brd-=- iif ethl

local Z203.78.162.100 from 131.103.1935.127 dew 1o sSrc Z03.78.1ezZ.100
cache =local> iif etcho
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Ip Rule

» Another part of the iproute2 software package

« ip rule is the single tool for manipulating the routing policy
database under linux (RPDB)



ip rule show

Yol hawve new mall in fvar/spool/mail/root
[rootldclassroon root]# ip rule show

{: from all lookup local

Ja7abr from all lookup main

Jatedy from all lookup 253
[rootldclassroon root]# I



il
il

Adding a rule to the RPDB with ip rule add

il

Urlasstoon tont)f iy touge add 078,550 via 200 TR.L6L97 table §
]
I

)
833000 00tf 1y tule add tos (03 table !
8331000 00t)8 1p toute Chush cache

[rootdclassroom root]# ip rule shonwr
= from all lookup local
Jadehbh: from all to=z 005 lookup 9
S=da6: from all lookup main

SJade s from all lookup =53
[rootldclassroom root]# l




the rule we inserted was added to the next available higher priority in the RPDB

because we did not specify a priority. If we wished to specify a priority, we could
use prio.

any packet with an IP ToS field matching 0x08 will be routed according to the
instructions in table 9

no route in table 9 applies to the matched packet (not possible, since we added

a default route), the packet would be routed according to the instructions in table
"main"



ip rule add nat

[rootfclassroom root]# ip rule add nat 203,78.162,100 from 192, 168.100.0
[rootfclassroom root]# ip rule show

0 from all lookup local

32764 from 192.168,100.0 lookup main map-to 203,78, 162,100

227651 from all tos Ox08 lookup B

J2766:  from all lookup main

32767, from all lookup 253

[rootfclassroom root)# I



ip rule del

[rootfclassroon root]# ip rule add nat 203.78.162.100 from 19Z.168.100.0
[rootfclassroon root]# ip rule show

0 from all lookup local

Jated:  from 192.168.100.0 lookup main map-to 203,78.162.100

Jat6hy from all tos Ox058 lookup 9

Ja766:  from all lookup main

Jat6ly from all lookup 253

[rootflclassroon root]# ip rule del nat 203.78.162.100 from 19Z.168.100.0
Tou have new mail in fwar/spool/mail/root

[rootfclassroon root]# ip rule show

0 from all lookup local

Jatehy from all tos Ox08 lookup 9

Jat66:  from all lookup main

Jately from all lookup 253

[rootfclassroon root]# I



